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OITPEJAEJIEHUA

B Hacrosinem 10KyMeHTE UCOIb3YIOTCS CAEAYIONINE TEPMUHBI U UX ONpPECIICHUS.

ABTOMaTH3HPOBaHHAsI CHCTEMA — CHCTEMa, COCTOALIAs U3 MEpCOHANIa U KOMILJIEKCa
CPEJICTB aBTOMAaTHU3allMU €ro AESATENIbHOCTH, pealn3yomias HHHOPMALMOHHYIO TEXHOJIOTHIO
BBINIOJIHEHUS] YCTAHOBJIEHHBIX (QYHKIUH.

AyTeHTH(PMKALHSA OTIIPABUTEJISA JaHHBIX — [TOITBEPXKACHHUE TOTO, YTO OTIPABUTEIb
MOJIYYEHHBIX JAaHHBIX COOTBETCTBYET 3asBJIICHHOMY.

Be3onacHocTh nepcoHAJBHBIX JAHHBIX — COCTOSHUE 3aIIMILIEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTEepPU3yeMOE CIIOCOOHOCTBIO TMOJIb30BaTENIeH, TEXHUYECKUX CpPEICTB U
MH()OPMALIMOHHBIX TEXHOJOTHUH O0ecneYnuTh KOH(PUACHIIUAIBHOCTh, IIEJIOCTHOCTh U
JOCTYIHOCTh TEPCOHAIBHBIX JAHHBIX MpPU HX 00pabOTKEe B MH(POPMALMOHHBIX CHCTEMax
MEePCOHAIBHBIX JAHHBIX.

Buomerpnueckue nepcoHajibHble JaHHbI€ — CBEJCHUS, KOTOPbIE XapaKTEPU3YIOT
¢u3nonornueckre 0COOEHHOCTH YeNOBEKa M HAa OCHOBE KOTOPHIX MOXKHO YCTaHOBHUTH €r0
JUYHOCTB, BKIItoYas (oTorpaduu, OTIEYaTKH NajableB, 00pa3 ceTyaTKu Iiiaza, 0COOEHHOCTH
CTPOCHHUS TeJa U IPYTyI0 MOA0OHY0 HH(POPMAITHIO.

BiokupoBaHue mnepcoHAJBHBIX [JaHHBIX — BpPEMEHHOE TpekpaieHue coopa,
CUCTEMaTHU3alliH, HAKOIJICHUS, UCTIOJIb30BAHUS, PACIIPOCTPAHEHHUS, IEPCOHATBHBIX JaHHBIX, B
TOM YHUCJIE€ UX NEpelauH.

Bupyc (KOMIBIOTEPHBIH, NPOrPAMMHBIN) — UCIIOIHAEMBIN POrPaMMHBIA KO WU
MHTEPIPETUPYEMBIA HA00p MHCTPYKIHUI, 001aJal0I1il CBOMCTBAMU HECAHKIIMOHUPOBAHHOTO
pacnpocTpaHeHuss U camoBocnpousBenieHus. Co3gaHHble AyOJMKAaThl KOMIBIOTEPHOTO
BHpYCa HE BCErJa COBIAJAIOT C OPUTHMHAIIOM, HO COXPAHSIIOT CIIOCOOHOCTH K JlaibHeHIeMy
PacIpoCTPaHEHUIO U CAMOBOCIPOU3BEICHHUIO.

Bpenonocnass mporpamma — mnporpamma, npeHazHayeHHasl JUIsl OCYIIECTBIICHUS
HECaHKIMOHUPOBAHHOTO JIOCTyna W (WJM) BO3ACHCTBHS Ha NEPCOHAJbHBIE JaHHBIE WU
pecypchl MHOOPMALIMOHHOW CUCTEMBI IEPCOHANIbHBIX JAHHBIX.

BcnomorarenbHble TeXHUYECKHE CPeICTBA M CUCTEMbI — TEXHUYECKHE CPEJICTBA U
CHCTEMBI, HE IMpeIHa3HAuYeHHbIC s mepenayd, oOpaOOTKM W XpaHEHUS NEPCOHATbHBIX
JAHHBIX, YCTAHABIMBAE€MbIE COBMECTHO C TEXHUYECKUMHU CpEACTBAMH M CHUCTEMaMH,
npeIHa3HaYeHHBIMU TSI 00paOOTKH MEePCOHANBHBIX JAHHBIX WA B TOMEIICHHUSX, B KOTOPBIX
yCTaHOBJIEHBI MH(POPMAITMOHHBIE CUCTEMBI IEPCOHATTBHBIX JaHHBIX.

JocTyn B oOmepanyoHHYI0 Cpedy KOMNbIOTepa (MH(POPMALMOHHOW CHCTEMBI
NMEePCOHAJILHBIX JAHHBIX) — TOMy4YeHHE BO3MOXKHOCTH 3allyCKa Ha BBIIOJIHEHHE INTATHBIX
KOMaHJ, (YHKIM, TIPOIEAYp OIEPAIMOHHOM CHUCTEMBbI (YHHUUTOXKEHUS, KOIUPOBAHW,
TIEpeMEIIEHUS U T.11.), UICTIOIMHAEMBIX (DaiiIoB IPUKIIQJHBIX TIPOTPAMM.

Joctyn Kk uH(popManMu — BO3MOKHOCTD MOTy4eHHUs MH(DOPMAITUH U €€ UCIIOJIb30BAHMS.

3aka0uHOe YCTPOMCTBO — DOIEMEHT CpelCcTBA CheMa HMH(POPMAIUH, CKPBITHO
BHEJPSIEMBI (3aKJIaJIbIBaMblii MIIM BHOCUMBI) B MECTa BOBMOXKHOTO cheMa MH(popMaIuu (B TOM
qycie B OrpakaeHUe, KOHCTPYKIMIO, 00OpYyJOBaHWE, MPEIMEThl HHTEphEpa, TPAHCIOPTHHIE
CpEJICTBA, a TAKKE B TEXHMYECKHE CPEJICTBA U CUCTEMBI 00pabOoTKH MHPOPMAITUH).

3ammmaemas mHQpopManus — HHPOPMALIKSL, SIBISIOLIASACS [IPEIMETOM COOCTBEHHOCTH U
MOVIEKAIlast 3all|Te B COOTBETCTBUHU C TPEOOBaHUSAMU MPABOBBIX JIOKYMEHTOB MJTH TPEOOBaHUSIMH,
YCTaHABJIMBAEMBIMHA COOCTBEHHHUKOM MH(OPMAITHH.

Nnentuduxanus — npucBoeHne CyObeKTaM M OOBEKTaM JOCTyNa HWACHTH(HUKATOpa |
(um)  CpaBHEHME  TPEIBSIBIAEMOrO  HMIACHTU(UKATOpa C  TEpeuyHeM  IPUCBOCHHBIX
UACHTU(UKATOPOB.

NupopmMaTUBHBIA  CHIHAJI  —  DICKTPUYECKAE  CUTHAJIBL,  aKyCTHYECKHE,
ANIEKTPOMAarHUTHBIE U Apyrue (pU3nuUecKue Mo, 1o MapamMeTpaM KOTOPBIX MOXKET ObITh PacKpbITa



KOH(HICHIMAIIbHAS MH(pOpMaLsl (IEpCOHATBHBIE TaHHbIE) 00padaTbhiBacMasi B MH(MOPMALIMOHHOM
CHCTEME NIEPCOHAIIBHBIX JTAHHBIX.

Nudopmaunonnas  cucrema  mepcoHajJbHbIX  AanHbix  (MCIIAH) -
MH(}OPMALIMOHHAs CUCTEMA, [TPEACTABIIAIONIAs COOON COBOKYITHOCTh IEPCOHAIBHBIX JAHHBIX,
coJiepkaluxcs B 0aze JaHHBIX, a TaKKe MHPOPMALMOHHBIX TEXHOJOTMHA U TEXHUYECKUX
CPEICTB, MO3BOJIAIOIIMX OCYIIECTBIATh OOpabOTKY TaKUX IEPCOHAIBHBIX JAaHHBIX C
WCIIOJIb30BAaHUEM CPECTB aBTOMAaTH3AlMHU WK 0€3 HCIOIb30BaHUS TAKUX CPEJICTB.

NudopmaunonHble TeXHOJOrMM — TPOLIECCHl, METOABI TOKMCKa, cOOpa, XpaHEHWs,
00palOTKH, TIPEIOCTABIICHHS, PACIPOCTPAHEHHS] HH(GOPMAIIMU U CTIOCOOBI OCYIIECTBICHUS TaKUX
MPOLIECCOB U METOJIOB.

HUcnonb3oBaHue mnepcoHANbHBIX [JaHHBIX — JIWCTBUS  (omepamuu) ¢
MEePCOHAJIbHBIMUA JAHHBIMHU, COBEpIIAEMbIE ONEPATOPOM B LENSIX NPUHATHUS PEIICHUN WU
COBEpILIEHUSI MHBIX JEHCTBUH, MOPOXIAIOMINX IOPUIUUYECKUE TOCIEICTBUS B OTHOILIECHUU
CcyOBbeKTa MEePCOHANBHBIX JAHHBIX WM IPYTHX JIMI JIMOO MHBIM 00pa3oM 3aTparvBarolIMX
npaBa U cBOOO/IbI CyObEKTa NEPCOHANBHBIX TAHHBIX WIH JIPYTUX JIULL.

Hcrounnk yrpo3sl 6e3o0nmacHocTH HH(POPMALMM — CyOBEKT JOCTYIA, MaTepUaIbHbIHI
00BEKT WM (PU3MUECKOE SBIICHHE, SIBJISIOIIMECS IPUYMHON BO3HUKHOBEHHMSI YTPO3bl 0€30M1aCHOCTH
uH(pOpMaILIIH.

KonTposimpyemasi 30Ha — TMpPOCTPaHCTBO (TEppUTOpHs, 3laHWE, YacTb 3/IaHUs,
TIOMEIIEHNE), B KOTOPOM HCKITFOYEHO HEKOHTPOJIUpYeMOe NpeObIBaHKE MTOCTOPOHHUX JIMIL, & TAKKe
TPAHCTIOPTHBIX, TEXHUUECKUX 1 MHBIX MaTepHAIBHBIX CPE/ICTB.

KonpuaeHunaabHOCTh MEePCOHAIBHBIX JAHHBIX — 00s3aTeNbHOE ISl COOMIOACHNUS
OTepaToOpOM WJIM MHBIM TMOTYUMBIIMM JOCTYH K MEPCOHAIBHBIM JJAHHBIM JIMIIOM TpeOOBaHUE He
JIOITyCKaTh X pacrpocTpaHeHre 0e3 coriacus cyObeKTa NepCOHATbHBIX IAHHBIX MM HATTMYUSI KHOTO
3aKOHHOT'O OCHOBaHHSI.

MexceTeBOii JIKpaH — JIOKATbHOE (OIHOKOMIIOHEHTHOE) WM (YHKIMOHAIBHO-
pacrpezielieHHoe MporpaMMHOE (IIPOrPaMMHO-AIIAPaTHOE) CPEACTBO (KOMILIEKC), peau3yrollee
KOHTPOJIb 32 MH(pOpMALIEH, TOCTYMAIOIIEH B MH(POPMAIIMOHHYIO CUCTEMY MEPCOHANIbHBIX TaHHBIX
1 (WJIH) BBIXOIAIIEH 13 MHDOPMAITMOHHOM CHCTEMBI.

Hapymmureab 6e301aCHOCTH NMEPCOHAJBHBIX JAHHBIX — (PU3MYECKOE JIUIIO, CITyYalHO
WM TpeJTHAMEPEHHO COBEpILatoIlee JEHCTBUS, CIEACTBUEM KOTOPBIX SIBJISIETCS HapylleHue
0€30MacHOCTH TMEPCOHATBHBIX JIAHHBIX MpU HMX 00pabOTKe TEXHMYECKUMH CpEICTBAaMU B
MH(OPMAIIMOHHBIX CHCTEMAaX MEPCOHAIbHBIX IAHHBIX.

HeaBromaTu3upoBaHHasi 00padoTKa MNePCOHAJBHBIX [JaHHBIX — 00padoTKa
MEePCOHATBHBIX JAHHBIX, COJAEPKAIIUXCS B HHOOPMAIMOHHON CHCTEME MEePCOHAIBHBIX
TaHHBIX JTHOO0 W3BJICYEHHBIX W3 TaKOM CHUCTEMBI, CUUTAETCS OCYIIECTBICHHOW 0e3
WCIIOJI30BAHMS CPEJICTB aBTOMATU3AlUU (HEAaBTOMATHU3UPOBAHHOMN), €CJIM TaKUE JICUCTBHUSI C
MEepPCOHAJIbHBIMU  JaHHBIMU, KaK HCIIOJIb30BAaHUE, YTOUHEHHWE, paclpocTpaHeHHeE,
YHUUTO)KEHHE MTEPCOHATBHBIX JAHHBIX B OTHOIICHUH KaXJI0TO M3 CyOBEKTOB MEPCOHATBHBIX
JAHHBIX, OCYIIIECTBISIOTCS MPU HEMOCPEACTBEHHOM Y4aCTUU YEJIOBEKA.

HenexsapupoBaHHble BO3MOMHOCTH — (DYHKIHMOHATbHBIE BO3MOXKHOCTU CPEICTB
BBIYNCIIUTEIILHON TEXHUKH, HE ONMCAHHBIE WM HE COOTBETCTBYIOIIME ONMCAaHHBIM B JOKYMEHTALWY,
NIPH UCTIONB30BAHUM KOTOPBIX BO3MOYKHO HapylleHHe KOH(PUACHIMAILHOCTH, TOCTYITHOCTH WIIH
HIEJIOCTHOCTH 00pabaThiBaeMoii HH(DOPMAIIUH.

HecaHKuMOHMPOBAHHBIN 10CTYN (HECAHKIMOHMPOBAHHBbIE JeHCTBHUS) — JOCTYI K
MH(GOPMAIMY WK ACHCTBUS ¢ MH(POpMAIEeH, HapYIIAOIINe TIPAaBUIa Pa3rPaHUICHUsS JOCTYIa C
WCTIOJIb30BAHMEM IITATHBIX CPEJCTB, NPENOCTaBIAEMbIX WH(POPMAIIMOHHBIMUA CHUCTEMaMHU
MEPCOHAIBHBIX JAHHBIX.

Hocurens nagopmanum — GU3nUeckoe JUI0 WM MaTepHaIbHBIA OOBEKT, B TOM YHCIIe
¢msuyeckoe mosne, B KOTOpOM HH(OopMalHsi HaXOAUT CBOE OTpaXKEHHE B BHIE CHMBOJIOB, 00Pa3oB,



CUT'HAJIOB, TEXHUYECKUX PEIICHUI U MPOLIECCOB, KOTMYECTBEHHBIX XapAKTEPUCTUK (PU3MUECKHUX
BEJIMYMH.

OO0e3MMuMBaHHMe TNEPCOHANBHBIX JAAHHBIX — JICUCTBHS, B PE3YyJbTaTe€ KOTOPBIX
HEBO3MOXKHO OIPEAETUTH MPUHAIIEKHOCTh IEPCOHATIBHBIX TAHHBIX KOHKPETHOMY CyOBEKTY
MIEPCOHAJIBHBIX JAHHBIX.

O0pabdoTka mnepcoHANbHBIX JAHHBIX — JCUCTBUS (Omeparuy) ¢ MEepPCOHATbHBIMU
JTaHHBIMH, BKJIIOYas cOOp, CHCTEMATHU3allMIO, HAKOIUICHWE, XpaHEHHWEe, YTOUYHeHHE (OOHOBIICHHE,
W3MEHEHHE), HWCIOJIb30BAHUE, PACIPOCTpaHEHHE (B TOM 4HCIE Tepeaady), 00e3TMUMBaHHE,
OJIOKMpPOBAaHKE, YHUUTOKEHUE IEPCOHATIBHBIX TAHHBIX.

OOuenocTynHbie INMEPCOHAJbHbIC JaHHbIE — IIEPCOHAIBHBIC JAaHHBIC, TOCTYII
HEOTrpaHMYEHHOT'O KpyTa JIUI K KOTOPBIM MPEOCTABIIEH C COIIAcUs CyOBbEKTa EPCOHATBHBIX
JAHHBIX WJIM HA KOTOPBIE B COOTBETCTBUHU C (e/iepaIbHBIMU 3aKOHAMHU HE PACTIPOCTPAHSAETCS
TpeOoBaHuE COOMIOACHHS KOHPHUACHIIMATbHOCTH.

Omnepatop (MepcoOHAJBHBIX JAAaHHBIX) — TOCYJApPCTBEHHBIM OpraH, MyHMLMIIAIbHBIA
Opras, FOPUINIECKOe WK (PU3UUYECKOE JTUII0, OPraHU3yIoIIIee U (UJTH) OCYIIECTBIISOIee 00paboTKy
MIEPCOHANTBHBIX JJAHHBIX, a TAKKE OMPECIISIONINE LIEU U COJEpKaHue 0OpaOOTKH MEPCOHATBHBIX
JAHHBIX.

TexHuyeckune cpeacrBa HHPOPMALMOHHON CHCTEMBbI NMEPCOHAJBHBIX JAHHBIX —
CpEICTBAa BBIUMCIUTEILHOW TEXHUKH, MH(POPMALMOHHO-BBIYMCIUTENbHbIE KOMIUIEKCHI M CETH,
Cpe/IcTBa U CHCTEMBI Tepenayud, nprema u o0padbotku I1/IH (cpencTBa u crcTeMbl 3BYKO3aIucCH,
3BYKOYCHUJICHUS], 3ByKOBOCIIPOM3BE/ICHUS], TIEPETOBOPHBIE U TEJICBU3HMOHHBIE YCTPOICTBA, CPE/ICTBA
W3rOTOBJICHUS, TUPAKUPOBAHUS TIOKYMEHTOB U JIPYTHE TEXHUYECKUE CPEICTBA 00PAOOTKU peyeBOH,
rpadudeckoii, BuAeO- u  OykBeHHO-IM(pOBOM uHPOpMaIUK), MPOrpaMMHBIC  CPEACTBa
(orepalioHHBIE CHUCTEMBI, CHCTEMbI YIIpaBlieHUs] 0a3aMH JAHHBIX W T.I.), CPEICTBA 3aIlUThI
uH(pOpMAaLIUK, TPUMEHSIEMbIE B UHPOPMAITMOHHBIX CUCTEMAX.

IlepexBar (MHopmMauum) — HempaBOMEpHOE TojyuyeHWe UHPOpMaLUU C
UCIOJIb30BAHUEM TEXHMYECKOI'O0 CPEJICTBA, OCYIIECTBIISIIOIIET0 OOHAapy)XeHHE, MPHEM U
00paboTKy HHGOPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — J100ast HHPOPMAIHS, OTHOCSIIASICS K ONPeIeICHHOMY WX
onpezeNsieMOMy Ha OCHOBaHMHM Takod wuHGMopmanun Qusnueckomy Iy (CyObeKTy
NEPCOHANBHBIX JAaHHBIX), B TOM 4YHCIe ero (aMuius, UMs, OTYECTBO, TOMA, MECSI, aaTa U
MECTO PpOXKIEHHUs, aJpec, CeMeiHOoe, COlUalbHOe, WMYIIECTBEHHOE IOJIOKECHHE,
oOpa3zoBanue, npodeccusi, J0XObl, Apyras HHPOpMaIus.

Ilo6ouHbIe 3/1eKTPOMATHUTHBIE M3JYYEHUS] M HABOIAKH — DIIEKTPOMArHUTHBIC
W3ITyYeHUs TEXHUYECKHUX cpeIcTB 00paboTKH 3amuiaeMoit nHGOopMaIuu, BOZHUKAIOIINE KaK
moOOYHOE SIBJICHUE M BBI3BAaHHBIC AJIEKTPUYECKUMU CUTHAJIAMH, JCUCTBYIOIIUMU B HUX
ANEKTPUYECKUX M MAarHUTHBIX IIETISIX, a TAaKXKe DJIEKTPOMATrHUTHBIC HABOJKHU 3TUX CUTHAJIOB
Ha TOKOIIPOBOJISIINE JTHHUU, KOHCTPYKIIUU U LIEMU TUTaHUSI.

IMomMTHKA «YHUCTOTO CTOJA» — KOMIUIEKC OPraHU3allMOHHBIX MEPOIPUSTUH,
KOHTPOJHUPYIOUIUX OTCYTCTBHE 3aMMChIBAHUS HA OyMa)KHbIe HOCUTEIN KITI0UYel U aTpulyToB
nocryna (mapojieit) 1 XpaHeHHs KX BOJIU3H 0OBbEKTOB JIOCTYTIA.

[Moab3oBaTe b MHPOPMALMOHHONH CHCTEMBI NMEPCOHAJIBHBIX JAHHBIX — JIMIO,
yuJacTByIollee B (PYHKIIMOHMPOBAHUM WH(GOPMAIIMOHHON CHUCTEMbI NMEPCOHAIBHBIX JTAHHBIX
WIN UCIIOJIb3YIOIee Pe3yibTaThl €€ (yHKIIHOHUPOBAHHUS.

IIpaBuia pasrpaHuyeHus J0CTYNa — COBOKYIHOCTh MPaBWJI, PErIaMEHTHPYIOIINX
IpaBa J0CTyna CyOBEKTOB JOCTYIMA K 00BEKTaM JI0CTyIIA.

IIporpaMMHas 3aKjJaAKa — KOJ IPOrpaMMBbI, INPEIHAMEPCHHO BHECEHHBIM B
IporpaMMmy C I€JIbI0  OCYIIECTBHTh YTEUKY, HW3MEHHUTb, OJOKHPOBATH, YHHUYTOXHTbH
MHPOpMAIMIO WJIM YHHYTOXKUTH W MOIU(PHUIMPOBATH NPOTPAMMHOE OOecredeHue



MH()OPMALIMOHHON CHUCTEMBI MEPCOHATBHBIX TAHHBIX W (WJIK) OJIOKHPOBATH ammapaTHbIC
CpeJICTBA.

IIporpammuoe (mporpaMMHoO-MaTeMaTHYeCKOe) BO3JelicTBHE —
HECAaHKIIMOHUPOBAHHOE BO3/CHCTBUE HA PECYPCHl aBTOMATHU3UPOBAHHON MH(POPMALIMOHHON
CUCTEMBI, OCYILIECTBIISIEMOE C UCIOIb30BAHUEM BPEJOHOCHBIX MPOTPAMM.

PackpbiTHEe NMEepPCOHAIBHBIX JAHHBIX — YMBIIIJIEHHOE WIN CIIy4ailHOE HapylleHue
KOH(UIEHIIMAIBHOCTH NEPCOHAIBHBIX JaHHBIX.

PacnipocTpaHeHne mNepCcOHAJBHBIX [JAaHHBIX — JIEHCTBHS, HAIpaBJICHHbIE Ha
nepenavyy MEepCOHABHBIX JAHHBIX OMpENEIeHHOMY KpyTy JHIl (1mepefada MepCcOHAIbHBIX
JAHHBIX ) WJIK HA O3HAKOMJIEHUE C MEPCOHAIIbHBIMU JAHHBIMU HEOTPAHUYEHHOI'O Kpyra JIHII,
B TOM uucje 0OHapOoI0OBaHUE MEPCOHATBHBIX JTAHHBIX B CPEJICTBAX MAacCOBOM MH(pOpMALINH,
pa3MenieHue B HH(POPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETSIX WJIU IPEeI0oCTaBICHHE
J0CTyNa K NEPCOHAIbHBIM JAHHBIM KaKUM-IHO0 HHBIM CIIOCOOOM.

Pecypc unHpopManuoHHOWH CcHCTEMbI — HWMEHOBAHHBIM 3JJIEMEHT CHUCTEMHOTIO,
MPUKIAJHOTO WM amnmnapaTHoro oOecnedyeHus (QYHKIMOHUPOBAHUS HWH(POPMAIYOHHOM
CHUCTEMBL.

CrnenuanbHble KAaTerOpuM NEPCOHAJIBHBIX [JAHHBIX — IEPCOHAIbHBIE JAHHBIE,
Kacalolllhecs pacoBOW, HAlMOHAJIbHONW NPUHAUICKHOCTH, TMOJUTUYECKUX B3IJISIOB,
PENUTHO3HBIX WU (punocodckux yOeKIeHUN, COCTOSIHUS 3I0POBbS M MHTUMHOM >KU3HU
cyOBbeKTa NepCOHATbHBIX JTaHHBIX.

CpeacTBa BHIYHCIUTEIbHOW TEXHUKH — COBOKYITHOCTh MPOTPAMMHBIX M TEXHUYECKUX
ANIEMEHTOB CHUCTEM OOpa0OTKU JTAHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSITENIBHO MIIU B
COCTaBe JIPYTUX CHUCTEM.

CyO0bekT pocryma (cy0ObeKT) — JMIIO WIM TPOLECC, JCUCTBUS KOTOPOIo
pErIaMEHTHPYIOTCS IIPABUIIAMU Pa3rpaHUYEHUS JOCTYIIA.

TexHuyecknii KaHaJ yTeYKd MHE(OPMAIUM — COBOKYITHOCTb HOCUTEIISI MH(opMaIu
(cpenctBa 00pabOTKM), (PU3UYECKON Cpelbl pPaclpoCTpaHEHUs WH(POPMATHBHOTO CHTHAJAa M
CpE/CTB, KOTOPHIMU JOOBIBaeTCs 3aliuiaemas HHGopMalus.

TpancrpanuyHas nmepeaaya NepCcOHANbHBIX JAHHBIX — IepeJaya MepCcoHaIbHbIX
JaHHBIX omepatopoM uepe3 l'ocynapcTBeHHyro rpanuny Poccuiickoit denepannnu oprany
BJIACTH MHOCTPAHHOT'O TOCYJapCTBa, (PU3MUECKOMY WIIH IOPUANYECKOMY JIUILY HHOCTPAHHOTO
rocyJapcTrBa.

Yrpo3bl 6e30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHM U (DAKTOPOB,
CO3/IAIOIMX OINACHOCTh HECAHKUMOHMPOBAHHOTO, B TOM YHUCJE CIy4allHOro, JOCTyna K
MIEPCOHATBHBIM  JTAHHBIM, PE3YJIbTATOM KOTOPOIO MOXET CTaThb YHUUTOXXEHHUE, W3MEHEHUE,
OJIOKMpOBaHKE, KOIMMPOBAHWE, PACIPOCTPAHEHUE TIEPCOHABHBIX JIAHHBIX, a TakKe MHBIX
HECAHKIIMOHMPOBAHHBIX JISUCTBUI NpH X 00paboTKe B MH(DOPMAIIMOHHOW CUCTEME TIEPCOHATTBHBIX
JTAHHBIX.

YHUYTOKEHHEe NEePCOHAJbHBIX [aHHBIX — JCHCTBUS, B pe3yjbTare KOTOPBIX
HEBO3MOXKHO BOCCTAHOBUTH COZIEpYKAaHWE TEPCOHAIBHBIX JAHHBIX B MH(OPMAIIMOHHOM CHUCTEME
MIEPCOHAIBHBIX JIAHHBIX WJIM B PE3YJIbTATE KOTOPBIX YHUUTOXKAIOTCS MaTepUajbHbIE HOCUTEIU
MEPCOHAIBHBIX JaHHBIX.

Yreuka (GamumaemMon) UHGOPMANUMM MO TEXHMYECKMM KaHajJaM —
HEKOHTPOJIMPYEMOE pacIipocTpaHeH e HH(POpMAIMK OT HOCUTEITS 3aIlUIIIaeMO HH(POPMAIIIHN Yepes3
(HU3UYECKYIO Cpey 10 TEXHUUECKOTO CPEICTBA, OCYIIECTBIIAIOIIETO IepexBaT HHPOpMaLUu.

Ys3BUMOCTh — CNTa0OCTh B CPEICTBAX 3alIUTHI, KOTOPYIO MOXKHO HCIIONB30BaTh IS
HapyIIEHNs CUCTEMBI WM COJIep KaIlIeics B Hel MH(pOpMAIIHHL.

HenocTHocTh MH(POPMALMHU — CIIOCOOHOCTH CPENICTBA BBHIUMCIUTEILHOW TEXHUKU HIIH
aBTOMATH3MPOBAHHON CHUCTEMBI O00ECTIeYMBATh HEM3MEHHOCTh HH(OpPMALMM B  YCIOBHSIX
CITy4aiHOTO W/WITH TIPEAHAMEPEHHOTO UCKAKEHNS (Pa3pyILCHNUs ).



OBO3HAYEHUSA U COKPALLLEHUA

ABC — aHTUBHpYCHBIE CPEJICTBA

APM — aBTOMaTH3MpOBaHHOE paboyee MECTO

BTCC — BcnomorarenbHble TEXHUYECKUE CPEICTBA U CUCTEMBI
NCI1 11 — nadopMaliioHHas CUCTEMa MEPCOHATBHBIX JJAHHBIX
K3 — xonTponupyemas 301Ha

JIBC — nokasibHast BBIYMCIUTENBHAS CETh

MD — mexceTeBoi SKpaH

HC/1 — HecaHKIIMOHMPOBAHHBIN TOCTYIT

OC — onepanioHHas cuctemMa

[T/I# — nepcoHabHBIE JaHHBIE

[IMB — nnporpaMMHO-MaTeMaTHYECKOE BO3/ICUCTBUE

[TO — mporpammHuoe obecrieueHne

[TOMUH — noGouHbIe 3IeKTPOMAarHUTHBIEC M3TyYeHHUS ¥ HABOJKU
CA3 — cucrtema aHanu3a 3alIUILIEHHOCTH

C3U — cpenctia 3aiuThl UHGOpMALUU

C3I1du — cucreMa (oJicucTemMa) 3alUThl IePCOHABHBIX JaHHBIX
COB — cuctema oOHapyXeHHUSI BTOP>KEHU N

TKYU — rexanyeckre KaHabl yTeUKd HHPOpMAIIN

VYBI1/I1 — yrpo3s1 6e30MacHOCTH EPCOHANTBHBIX JAHHBIX



BBEJIEHUE

Hacrosimas Konuenuus nadopmanonnoit 6e3onacuoctu MCIIIH MyHHIMnansHoro
OrojkeTHOro  o0meoOpa3zoBaTenbHOrO  yupexxkaeHuss r.  Acrtpaxanu  "Cpensss
obmeoOpasoBarenpHas mkona Nel" (manee — [lkona) sBnsieTcst opUIHaTBHBIM JTOKYMEHTOM,
B KOTOPOM OIIpe/IesieHa CUCTEMA B3IJI10B HA oOecreueHne nH(PpOpMaIMOHHON 0€3011acCHOCTH
[IxombL.

Heobxonmumoctes  pa3pabotku  KoHuenuuum — oOyclOBJIEHa  CTPEMUTENIBHBIM
pacmupenueM chepbl IPUMEHEHHS] HOBEMIINX HH(DOPMAIIMOHHBIX TEXHOJIOTUH U MPOIIECCOB
npu 00paboTke HHPpOpMALUU BOOOIIIE, U MEPCOHATBHBIX JIaHHBIX B YACTHOCTH.

Hacrosimass Konuenuus omnpezenser OCHOBHbIE LEIM U 3aJaud, a TaKkKe OOIIYIO
CTpaTeruio0 IMOCTPOCHHUSI CHCTEMBbI 3alluThl TepcoHanbHBIX nMaHHbIX (C3I1Jn) UIkomsl.
Konuenuus onpenensier oCHOBHbIE TpeOOBaHUs U 0a30BbIE MOAXO/IbI K UX peanu3aluu, s
JTOCTHKEHHST TPeOyeMOoro ypoBHS 0€301macHOCTH UHGPOPMAITHH.

Konuenuus pazpaboTaHa B COOTBETCTBHM C CUCTEMHBIM IMOAX0/0M K 00ECIIEUEHUIO
uHpopMaMoHHON Oe3omacHocTU. CHUCTEMHBIM MOJAXOJA MPEANOoJaraeT IpOBEACHUE
KOMIUIEKCA MEpONpPUATUN, BKIIOYAIOIIUX HCCIEAOBAHME YIpo3 HHPOPMAMOHHON
0€301MacHOCTH U pa3pabOTKy cUcTeMbl 3alUThI [1J{H, C MO3UIIMU KOMITJIEKCHOTO TPUMEHEHUS
TEXHUUYECKUX U OPraHU3AI[MOHHBIX MEP U CPEJCTB 3alUTHI.

[Ton wunbopmanmonHoit 6Ge3zomacHocThio [IJI[H mMOHMMaercs 3alIUIIEHHOCTh
MepPCOHATIBHBIX JAHHBIX U 00pabaThIBaroueil UX HHOPACTPYKTYPE OT JIFOOBIX CIIydYalHbIX HIIN
3JI0HAMEPEHHBIX BO3JCUCTBUM, pe3yIbTaTOM KOTOPBIX MOXET SIBUThCS HaHECEHHE yuiepOa
camoit mHpopmanmu, ee BiagenbiiaMm (cyowbektam [1IH) wnam uHppacTpykrype. 3amauun
MHPOPMALIMOHHON O€30IaCHOCTH CBOJATCS K MHHMMH3aLUU ylepda OT BO3MOXKHOM
peanuzanuu yrpo3 0ezonacHoctu [1/1H, a Takke K IPOTHO3UPOBAHUIO U MPEIOTBPALIEHUIO
TaKUX BO3AEHUCTBUI.

KoHnnenuus ciy>kUT OCHOBOW Al pa3pabOTKM KOMIUIEKCA OPraHMU3ALMOHHBIX U
TEXHUYECKHX Mep 0 olOecneueHuto MHpopmanmoHHON Oe3omacHocTu Illkonbl, a Takxke
HOPMAaTUBHBIX M METOJMYECKHX JOKYMEHTOB, O0ECIEYMBAIOIIUX €€ pealn3aluio, U He
OpenonaraeT MoaAMeHbl (YHKIMH TOCylapCTBEHHBIX OpraHoB BiacTu Poccuiickoit
denepanuy, OTBEYAONIUX 32 obecrieueHue 0e30MacHOCTH MH(POPMALIMOHHBIX TEXHOJIOTUH U
3alIUTy UHPOPMALIUU.

KoHuenuus sBiseTcs METOI0JIOrMYECKON OCHOBOM JUIA:

e (GopMUpPOBAaHUS U MPOBENEHUS EIUHOM IOJUTUKU B oOnacTu obecredyeHus
oe3onacuoctu I1/1n 8 UCIIqx [Lkomsr;

® [PUHATUS YNPaBICHYECKUX pELIEHUH M pa3padOTKU MPAKTHYECKUX Mep IO
BOIUIOIIEHUIO TOJAUTUKM Oe3omacHoctd [IJ[H u  BbIpabOTKM KOMILIEKca
COIVIACOBAHHBIX ~ MEP  HOPMAaTUMBHO-IIPABOBOIO,  TEXHOJIOTMUECKOTO  H
OpPraHU3alMOHHO-TEXHUYECKOTO XapaKTepa, HANpaBICHHBIX Ha BBIABICHUE,
OTpaXEHHE U JINKBUAALMIO MOCIEICTBUN pealn3alii pa3iIudHbIX BHUJOB YIpo3
I11H;

® KOOpIMHALMHU JIEATEIbHOCTH CTPYKTYpPHBIX mnojapaszzneneHuil Ikonsl npu
npoBeAcHUU paboT mo pasputuio m dkciryaTtaruu WCIIH ¢ coOmroneHuem
TpeboBaHuii obecnieueHus 6e3omacHocTH 11/1H;

e pPa3pabOTKU NPEJIOKEHUI 10 COBEPIICHCTBOBAHUIO MTPABOBOTO, HOPMATUBHOTO,
METOMYECKOTO, TEXHUYECKOTO U OpPraHU3aIllMOHHOT0 00eceyeHns: 0€30MacHOCTH
[TJ1n 8 UCITIH ko5l

Obnacte mpumeneHus: KoHuenmum pacnpocTpaHseTcs Ha BCe MOJpa3/ieieHUs
[Ikosbl, B KOTOPBIX OCYIIECTBISIETCS aBTOMaTu3upoBaHHas oOpaborka [1/1H, a Takxke Ha



MOJIPa3JIIeHNs], OCYLIECTBIISIIOLINE CONPOBOKIACHUE, OOCITY’)KMBAaHHE U oOOecleueHue
HOopMasbHOro QpyHkimonuposanus UCII/Ix.

[IpaBoBoii 0a3zoit ansa pa3paboTku HacTosimed Konuenmuu ciyxkat TpeOoBaHHS
AeWcTBYIOMMX B Poccuu 3aKOHOIATENFHBIX M HOPMAaTUBHBIX JOKYMEHTOB IO 00ECTICUCHHUIO
0e30macHOCTH NepcoHANbHBIX AaHHBIX (I1/1H).



1. O6ume moJioxeHUs

Hacrosimass Konuenuust onpezenser OCHOBHbIE LENM W 33Jadd, a TaKKe OOIILyIO
CTpaTerni0 MOCTPOCHHUSI CUCTEMBbI 3alUThl NepcoHanbHbIX AaHHbIX (C3I1H) [komsl, B
coorBerctBuu ¢ llepeunem WCII[In. Konmenimusi ompeaenser OCHOBHbIE TpeOOBaHUS U
0a30BbIE€ MOAXOBI K UX pealu3aluu, 1 JOCTHKEHUs TpeOyeMOoro ypoBHsI 0€30MacHOCTU
uH(pOpMaLIUH.

C3IIn npencraBiasieT coOON COBOKYHMHOCTbh OPTraHU3AlMOHHBIX M TEXHUYECKUX
MeponpusaTui s 3amuThl II/IH OT HenmpaBOMEpPHOTO WM CIYyYalHOIO JOCTyla K HHM,
YHUUTOXKEHUSI, U3BMEHEHHUs, OJJOKUPOBaHUA, KOMUpOBaHus, pactpocrpanenus [1/1H, a Takxe
VHBIX HEMIPABOMEPHBIX ACHCTBUN C HUMHU.

be3zonacHOCTP  MEpCOHANBHBIX  JAHHBIX  JOCTHTAeTCsd  MYTEM  MCKIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIYyYalHOIO, JOCTyHa K MEPCOHAIBHBIM JIAaHHBIM,
pEe3yJNbTaTOM KOTOPOIO MOKET CTaThb YHUYTOXEHHE, HW3MEHEHHE, OJIOKHpOBaHUE,
KOIIMPOBAaHMWE,  pACIHpPOCTPAHEHUE  NEPCOHANBHBIX  JAHHBIX, a  TakkKe  HMHBIX
HECAHKIIMOHUPOBAHHBIX JICHCTBUM.

Crtpykrtypa, coctaB u ocHOBHbIe pyHkumuu C3II/IH onpenensitoTcss ucxonasd U3 Kiacca
NCIIAs. C3IIIH BKItOYaeT OpPraHU3allMOHHBIE MEPBl U TEXHUYECKHUE CPEICTBA 3alUTHI
uHpopmanuu (B TOM 4yHclie mupoBalibHble (KpUnTorpaduyecKkue) CpeiacTBa, CPelCTBa
MpeI0TBpAIlleHHs HECAHKIIMOHUPOBAHHOTO JIOCTYIA, YTEUKH MHPOPMALIUU 110 TEXHUYECKUM
KaHajlaM, MPOrpaMMHO-TEXHUYECKUX BO3JIEHCTBUI Ha TEXHHYECKHE cpeAcTBa oOpabOTKU
[1/1H), a Takxke ucnoib3yeMble B MHPOPMAIIMOHHOM cucTeMe HH(POPMAIIMOHHbBIE TEXHOJIOTHH.

OTU Mepbl TPU3BAHBI OOECIICUNTD:

* KOHQUIEHUMAJIBHOCTH HHPOpMAIMU (3allUTa OT HECAHKIMOHUPOBAHHOTO
03HAKOMJICHHUS);

® [EJO0CTHOCTHL  HMHpOpMAIMU  (aKTyaJlbHOCT U HENPOTHUBOPEYUBOCTD
uHbOpMallMY, €€ 3al[UIIEeHHOCTh OT pa3pyllieHHus M HECAaHKIIMOHUPOBAHHOIO
U3MCHEHU);

® J10CTYNMHOCTH HHpOpMaMU (BO3MOXHOCTH 3a MpPUEMJIEMOE BpEeMs MOJIYYHUTh
TpeOyeMyro HHPOPMAITMOHHYIO YCIIYTY).

Cragum cozmpanus C3I1/{H BKIIOUarOT:

® TMIpEeANpOEKTHas CTajausl, BKIOYaromas npeanpoekTHoe odcnenoBanue MCIIAH,
pa3paboTKy TEXHUYECKOTO (4aCTHOTO TEXHUYECKOT0) 3aJaHHsI Ha €€ CO3/IaHHE;

e crajaus TNpoeKkTUpoBaHHs (pa3paboTku mpoekToB) u peanusanuu MCIIAH,
BKItouatomas pazpadorky C3I1/Ix B coctae UCII/H;

e craaus BBojaa B aeiictBue C3II/IH, BKiIIOYaromias OMBITHYIO J3KCIUTyaTaluio U
IPUEMO-C/IATOUYHBIE UCTIBITAHUS CPEJICTB 3alTUThl HHPOPMAIUH, & TAKKE OLIEHKY
cootBerctBUs MCIIIH TpeboBanusM Ge30nacHOCTH HHPOPMAIUH.

Opranu3aliOHHbIE MEpbI MPEIyCMAaTPUBAIOT CO3/JaHUE U MOJJEp)KaHHE MPaBOBOMU
6a3pl  OezomacHoctu [IJI[H m pa3paboTKy (BBeAeHHE B JEHCTBHE) MPEILyCMOTPEHHBIX
[Tonmutukori wundopmarmonnont OezonacHoctu MCII[IH cremyrommx oOpraHu3anoOHHO-
pacnopsaUTENbHBIX JOKYMEHTOB:

e MHCTpyKIMIO aAMHUHUCTpaTOpa HWH(MOPMALMOHHBIX CHCTEM IEPCOHAIBHBIX

JAHHBIX 10 00ecreueHN 0 OE30MaCHOCTH MEPCOHATIBHBIX JaHHBIX.

e HHcTpykuuro 0 HOpsAJIKE pE3EpBUPOBAHMUS " BOCCTaHOBJICHHUS
paboTOCOCOOHOCTH TEXHUUYECKUX CPEACTB, MPOrPaMMHOrO obecrieyeHus u 6a3
JTAHHBIX.

e HHCTPYKIMIO OTBETCTBEHHOTO 32 00paObOTKy MEePCOHANbHBIX JAHHBIX.
e IIHCTpYKIMIO 10 OpraHnu3aluy aHTUBUPYCHOM 3aILUTHI.



e UHCTpyKIMIO 1O TOPSAAKY ydyeTa M XPaHEHHUIO JIOKYMEHTOB, COJIEpKalluX
NEpPCOHAJIbHBIE TaHHBIE.
e UHcrpykiuio 1o  oOecnedeHHIo  O€30MaCHOCTH  AKCIUIyaTallud  CPEACTB
Kpunrorpapuueckon 3amutel nHPopmanuu (CK3N).
e UMHCTpyKIMIO 1O TMOPAJIKY Y4yeTa M XPaHEHHI0O MAIIMHHBIX HOCHTENEH
KOH(UeHIIMaIbHON MH(OpMaLUU (IEPCOHATBHBIX IaHHBIX).
e UHCTpyKIMIO MOJIb30BaTeNsl HHPOPMALIMOHHBIX CUCTEM NEPCOHAIBHBIX JaHHBIX
1o obecrieuyeHnto 0€30MaCHOCTH MEPCOHANBHBIX JaHHbBIX.
e UHCTpYKIMIO OCYILIECTBIICHUSI BHYTPEHHETO KOHTPOJISI COOTBETCTBUS 00pabOTKU
MEPCOHAIBHBIX JAHHBIX TPEOOBAHUSAM K 3aIIUTE EPCOHATBHBIX JaHHbBIX.
e VIHCTpYKIIMIO TMOJB30BaTENsl MO OOECMEUEeHUI0 Oe30MacHOCTH 00paboTKH
MEePCOHAJIBHBIX JAHHBIX, P BO3HUKHOBEHUHU BHEUITATHBIX CUTYaIUH.
TexHuueckue Mepbl 3alUThl PEATU3YIOTCS NPU TOMOIIM COOTBETCTBYIOLIUX
MIPOrPaMMHO-TEXHUYECKUX CPEJCTB U METOJIOB 3alUTHI.
[lepedyeHb HEOOXOAMMBIX Mep 3aIIUThl HHPOPMALIUU ONpPEeNeTcs Mo pe3yabTaTaM
BHyTpeHHel npoBepku 6e3onacuocty MCIIIx Hlkonsr.



2. 3amaum C3II/In

OcHoBHoil wenbto C3II[IH sBiIgeTcd MUHUMH3aLUUsA ymiepda OT BO3MOXKHOU
peanuzanuu yrpo3 6e3onacuoctu [1/1H.

Jns noctmkenus ocHoBHOM memu cucteMa Oe3omacHoctu I1Jlan MCII[a momxHa
oOecnieunBaTh 3P(PEKTUBHOE PEIICHHUE CIAEAYIOIUX 3a4a4:

3alUTy OT BMeIIaTeabcTBa B nporiecc pynkunonupoanus MCIIIH noctopoHHuX
au1l (BO3MOKHOCTH Hcmonb3oBaHuss AC U JOCTyH K €€ pecypcam JOKHbI UMETh
TOJIBKO 3apEruCTPUPOBAHHBIE YCTAHOBIEHHBIM MOPSIIKOM MOJIb30BATENN);
pasrpaHuyeHue JOCTyNa 3aperuCTPUPOBAHHBIX IOJIb30BATENEN K anmapaTHBIM,
MporpaMMHbIM U HHpopMarmoHHbIM pecypcam UCIIAH (BO3MOXKHOCTD JOCTyHa
TOJIBKO K TEM peCypcaM M BBIITOJIHEHUS TOJBKO TEX OIepaluii C HUMH, KOTOPBIE
HEOOXOIMMBI KOHKpEeTHbIM mojb3oBatessiMm WCIIIH uisi BBIMOTHEHUST CBOUX
CIIyKeOHBbIX OOS3aHHOCTEH), TO €CTh 3alIMUTy OT HECAHKIIMOHUPOBAHHOIO
JOCTyIIa:

K uHopmanuu, uupkyiaupyrouieit B UCII/1H;

cpeactam BeruucauTenbHoN Texuuku MCIIH;

anmapaTHbIM, MPOTPAMMHBIM M KPUITOTpapUUYECKUM CpPEICTBAM  3allUTHI,
ucnonb3zyembiM B UCIT/IH;

PEruCTpalvIo JIEWCTBUM IOJB30BATENEN NPU MCIOJb30BAHUU 3alUIIAEMBIX
pecypcoB MCII/IH B CHCTEMHBIX >XypHaJlax M NEPUOJUYECKHN KOHTPOJIb
KOPPEKTHOCTH JIEUCTBUM IOJb30BATENIEN CUCTEMBI ITyTEM aHAJIN3a COJIEPKUMOTO
ITHUX ’)KYPHAJIOB;

KOHTPOJIb IIEJIOCTHOCTH (0OecreyeHne HEU3MEHHOCTH) Cpefbl HCIIOJIHEHUS
IIPOrpaMM U €€ BOCCTAaHOBJICHUE B Clly4Yac HapyLIEHUs,;

3alIUTy OT HECAHKIMOHHWPOBAHHOM MOJU(UKAIMM U KOHTPOJIb IEIOCTHOCTU
ucnoab3yeMbix B MCII/IH nporpaMMHBIX CPEICTB, a TAK)KE 3aLIUTY CUCTEMBI OT
BHEJIPEHUS HECAHKLIMOHUPOBAHHBIX IIPOIPAMM;

3anuty [1JIH OT yTeuku Mo TeXHUYECKUM KaHajlaM IIpH ee 00paboTke, XpaHEeHUH
U Iiepeaye 1o KaHajlaM CBSI3H;

samury 111, XpanumMoii, oOpabaThiBaeMOl U MepelaBacMoOM 10 KaHajaM CBS3H,
OT HECAaHKLIMOHUPOBAHHOI'O Pa3rilalliCHUs U UCKAKECHMUS;

o0ecrieueHre KUBYYECTH KPUIITOTpa(pUUECKUX CPEJCTB 3allUThl MHPOpMALUU
IIPY KOMIIPOMETALUU YaCTU KIIFOUEBOU CUCTEMBI;

CBOEBPEMEHHOE BBISBIIEHHE HCTOYHUKOB yrpo3 OesomnacHoctu I1JIH, npuuuH u
YCIIOBHM, CIIOCOOCTBYIOIMX HaHeceHUto yiepda cyOwbektam IIJIH, co3manue
MeXaHU3Ma OIEPaTHMBHOIO pearupoBaHUs Ha yrpos3bl Oe3omacHoctu I1[lH u
HEraTUBHbIC TEHICHLINN;

CO3/laHUE YCJIOBMH JUIsI MUHMMM3ALMM M JIOKAIM3AallMM HAaHOCHMOTO yuiepOa
HEeMpPaBOMEPHBIMU JICHCTBUAMH (PU3UYECKUX M IOPUIMYECKHUX JIHUI, ociabieHue

HEraTUBHOTO BJIUSHUSI M JIMKBUAALUS TIOCIEICTBUN HapyIIeHUsT 0e30MacHOCTH
IT1n.



3. OO0BbeKTbI 3alIUThI
3.1 Mepeyenb uHPOPMAIMOHHBIX CHCTEM

B MyHununanbHOM OrOJKETHOM 00111€00pa30BaTEIbHOM YUPEXKIECHUU T. ACTpaxaHu
"Cpenusst obmieoOpa3oBatenbHas mikona Nel" mpousBoauTcsi o0paboTKa MEPCOHATBHBIX
JaHHBIX B MTH(QOPMALIMOHHBIX cUcTeMa 00paboTKu nepcoHanbHbIX AaHHbIX (MCII/IH).

[lepeuens UCII/IH onpenensieTcss HA OCHOBAaHUU BHYTPEHHETO 00CIIeIOBaHUS.

3.2 IlepevyeHb 00HEKTOB 3N THI

OObeKkTamMH 3allIMTHl SBJISIOTCA — HHpopManus, oOpabareiBaemas B WCII[IH, u
TEXHUYECKHE CpeJCTBAa ee 00paboTkuM W 3amuThl. [lepedyeHb NepCOHABHBIX JaHHBIX,
noJJIeXalue 3aimuTe, onpeaeneH B [lepeune nepcoHalbHBIX JaHHBIX, 00pabaThIBa€MbIX B
MYHHIIMIAIBHOM OF0JKETHOM 00111e00pa3oBaTelIbHOM yUpekaIeH!H I'. Actpaxanu "CpenHss
oOmreobpa3oBarenpHas mkosa Nel",

OOBEeKTHI 3alIUThI BKIIOYAIOT:

1) O6pabarbiBaeMas MHPOPMAIIHSL.

2) Texuonornueckas MHPpOpPMAIIHUSL.

3) IIporpaMMHO-TEXHUYECKHE CPEACTBA 0OPAOOTKH.

4) Cpencrsa 3amutsl [1)1H.

5) Kanansl nHGOPMALMOHHOT0 0OMEHA U TEJEKOMMYHHUKAIIHHY.

6) OObEKTHI ¥ TIOMEIEHHS, B KOTOPBIX pa3merieHbl KomnoHeHTsl MCIT/IH.



4. Knaccupukanus nojan3zoBateseit UCITIx

[Tonb3oBatenem UCII/H aBnsercs nuio, ydacTByouiee B (yHKIHOHUPOBAHUU
MH()OPMAIIMOHHOM CUCTEMBI IEPCOHANIBHBIX JAHHBIX WIJIM UCTIOJB3YIOIIEE PE3YIbTAThI
ee ¢ynkuuonupoBanus. IlonszoBatenem WCII[In sBnsiercss m1000H COTPYIHUK
[Ixonel, umerommii poctyn k HMCIIJIH m ee pecypcam B COOTBETCTBHHU C
YCTAHOBJICHHBIM  TMOPSJKOM, B COOTBETCTBUU C €ro (yHKIHOHAIbHBIMU
0053aHHOCTSMH.

[Tonw3oBarenu UCII/IH nendarcs Ha TpU OCHOBHBIE KATETOPHH:

Anmvunuctparop HWCII[AH. Cotpyanuku Illkosbl, KOTOpbIE 3aHUMAIOTCS
HAaCTPOMKOM, BHEIPEHUEM M conpoBoxkAeHUEM cuctembl. Anmunuctpatop UCII/Ix
o0nafaeT caeayomuM YPOBHEM JIOCTYTIA:

oOnagaeT MoJHOW MHPOpPMALMEe O CHCTEMHOM U MPUKIATHOM MPOrPAMMHOM
ob6ecrnieuennu UCII/IH;

oOnagaeT moiaHoW MHpOpMaIMel 0 TEXHUYECKUX CPEJICTBAX M KOH(UTypaluu
NCITH;

UMEET JIOCTYN KO BCEM TEXHHUYECKUM CpelcTBaM 00pabOTKH WMHGOpMAIU U
nanasiM UCIT/H;

obnamaer mnpaBaMu KOH(PUTYPUPOBAHUS W AJMUHHUCTPATUBHOM HACTPOUKHU
texuuueckux cpeacts MCIIIH.

[Tporpammuct-pazpabotuux MCII[An. Corpynuuku IlIkomasl win CTOPOHHUX
OpraHu3alui, KOTOpbIe 3aHMMAIOTCS pa3pabOTKONW MPOrpaMMHOIO OOecredYeHusl.
Pazpabotunk UCII/IH oGnagaer ciaeayronuM ypoBHEM JOCTYIIA:

obmamaer wHpOpMaIMelk 00 anropuT™Max W mporpammax  o0paboOTKH
unpopmarmu vHa UCIIH;

o0nmazaeT  BO3MOXXHOCTSMHM ~ BHECEHHS  OIIMOOK,  HEIEKIapUPOBAHHBIX
BO3MOKHOCTEW, TPOrPaMMHBIX 3aKJIaJI0K, BPEJOHOCHBIX IPOrpaMM B IPOrpaMMHOE
obecnieuenue UCII/Ix Ha cTaguu ee pa3pabOTKH, BHEAPEHUS U COMIPOBOKICHHUS;

MOXKET pacroiarath JOObBIMU (parMeHTaMu WH(POpPMAIMU O TOIMOJIOTHH
UCTI[Iz 1 TexHuueckux cpeacTBax oopadotku u 3amuThl [1J[H, 0OpadaThiBacMbIX B
NCIIHx.

Omneparop UCIIIH. Corpynuuku mnoapasneneHuid IIKojibl y4acTBYIOIIUX B
nporuecce skcruryatanuu UCIIa. Oneparop UCII/Ix o6manaer cneayomuM ypoBHEM
JOCTyTIIA:

oOnmagaeT BCeMHU HEOOXONMMBIMU aTpuOyTamMu (Hampumep, Mapojiem),
00ecCIeunBaoIMU JOCTYIT K HEKOTOPOMY TTOAMHOXeCTBY [1J1H;

pacrionaraeT KoH(UICHIIMAIbHBIMU JAHHBIMU, K KOTOPBIM UMEET JIOCTYII.

Karteropuu monp3oBateneil 10mKHBI ObITH onpeneneHsl Jis kaxaon MCIIIH.
JIOJbKHO  OBITh  YTOUHEHO pa3fielieHue COTPYAHUKOB BHYTPU KATerOpUM, B
COOTBETCTBHUM C THUIIAMU  IIOJb30BAaTENed  oOmnpenesleHHbIMA B [lonmuTuke
nH(pOpMaIIMOHHOM 0€30MaCHOCTH.



Bce BbIABIIEHHBIE TPYIIIIBI [T0JI30BATENEH OTpaxkatoTcs B [Iepeune nomkHocTen
pabOTHUKOB, JONYUIEHHBIX K pa00Te C MEepCOHAIbHBIMA JAHHBIMU M 3aMEIICHHE
KOTOPBIX IIPETYCMATPUBAET OCYIIECTBICHHE 00paOOTKM NEPCOHATIBHBIX TAHHBIX JTUO0
OCYIIECTBJIICHHE JOCTYIAa K NEPCOHAIBHBIM JIaHHBIM B MYHHUIIMIIAJIBHOM OIO)KETHOM
o01eo0pa3zoBaresibHOM yupexaeHuu I. Actpaxanu "Cpeansis o0ieodpa3oBaTeabHas
mkona Nel". Ha ocHoBaHuM 00clieoBaHUs OINpEAENSIOTCS IpaBa JOCTyNna K
snementaM MCIIJJH 1ans  BcexX Tpylm  MOJb30BaTENel M OTpakarTcs B
Pa3pemuTensHOl cucTeMe AOCTyNa COTPYIHUKOB K pecypcaM HH(POpPMalMOHHBIX
CUCTEM NEPCOHAJBHBIX AAHHBIX, TPUHAJIEKAIIUX MYHUIUNATBHOMY OIOJIKETHOMY
00111e00pa3oBaTEILHOMY YUPEKICHUIO r. AcTtpaxaHu "Cpennsist
oO1reoOpazoBarenbHas mkoaa Nel".



5. OcHoBHBIE NMPUHIUIIBI MOCTPOCHHUA CUCTEMbI KOMIIJIEKCH O 3allUThI I/IH(l)OpMaHI/lI/l

[Toctpoenne cuctembr oOecrnieuenus OezomacHoctu [l UCII[An Ilxoner u ee
(YHKIIMOHMPOBAHUE JOJKHBI OCYIIECTBISTHCS B COOTBETCTBHU CO  CIICAYIOIIMMH
OCHOBHBIMH IPUHITUTIAMH:

® 3aKOHHOCTb;
CHCTEMHOCTb;
KOMIIJICKCHOCTb;
HETPEPBIBHOCTH;
CBOEBPEMEHHOCTb;
MIPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS;
MepcoHaIbHasi OTBETCTBEHHOCTH;
MHHUMH3ALHS TTOTHOMOYHIA;
B3aMMOJICHICTBHUE U COTPYAHUYECTBO;
THOKOCTh CHCTEMBI 3aIIIUTHI,
OTKPBITOCTh aJITOPUTMOB M MEXaHU3MOB 3aIIIHUTHI;
MPOCTOTA MPUMEHEHUS CPEACTB 3aIUTHI;
Hay4Has 000CHOBAHHOCTbh U TEXHUYECKAs peali3yeMOCTh;
Crienuanu3amus u mpoecCuoHaIN3M;
00513aTETLHOCTH KOHTPOJIS.

5.1 3akoHHOCTBH

[IpennonaraeT ocymiecTBICHUE 3alIMTHBIX MepomnpusiTuii U paspadorky C3II/Ix
[IIkoJIbI B COOTBETCTBUU C JIEHCTBYIOIIMM 3aKOHOJATEILCTBOM B o0macT 3amuthl [1/{H u
JIPYTUX HOPMATHUBHBIX aKTOB MO 0€30MacHOCTH WH(OPMAIMU, YTBEP)KIECHHBIX OpraHaMH
rOCyIapCTBEHHOM BJIACTH M YNPABJICHUS B MpeJieSiax UX KOMIIETECHIIUH.

[TonwzoBarenu u obcmyxuBaromuii nepconan [1JIx UCIIIa [lkonbl 10KHBI OBITH
OCBEJIOMJICHBI O MOPSAKE PabOThI ¢ 3alIHIaeMoi HHpopManueil 1 00 OTBETCTBEHHOCTH 3a
3amuThl [1/1H.

5.2 CucreMHOCTD

Cucremnsii mogxon k moctpoenuto C3IIJIn IIIkonbl mpenamonaraeT ydeTr BceX
B3aMMOCBSI3aHHBIX, B3aUMOJICUCTBYIOIMX W HM3MEHSIONIUXCSA BO BPEMEHH DJIEMEHTOB,
yYCIOBUH M (DAaKTOPOB, CYIIECTBEHHO 3HAYMMBIX IS MOHHMAHHS M PEIICHUS ITPOOIEMBI
obecrieuenust 6e3omacHocTH I11a UCITIa ko,

[Ipy co3maHmM CHCTEMBI 3allUTHI JOJDKHBI YUUTHIBATHCS BCE cllabble W Hambosee
ysI3BUMBIE MecTa cucTeMbl oOpaboTku II/[H, a Tarkke XapakTep, BO3MOXXHBICE OOBEKTHI U
HalpaBJICHWsT aTaKk Ha  CHCTEMY CO  CTOPOHBI  HapymwuTened  (0COOCHHO
BBICOKOKBATU(UITUPOBAHHBIX 3JI0YMBIIIICHHUKOB), yTH MPOHUKHOBEHUS B
pactpenenennbie cucteMbl 1 HCJI k mHpOpMaruu. CrucTtema 3aiuThl JOHKHA CTPOUTHCS C
Y4E€TOM HE TOJBKO BCEX U3BECTHBIX KaHanoB npoHukHoBeHUs 1 HCJI k nHopmaium, HO | ¢
YYETOM BO3MOXXHOCTH TMOSIBJICHUSI TMPUHIWIUAIBHO HOBBIX MNyTEW peaav3aluu yrpos
0€301MacHOCTH.

5.3 KoMIJIeKCHOCTDH



KommekcHoe ucmosnb3oBaHME METOAOB M CPEACTB  3alllUThl  MIPEAIOJIaracT
COIIACOBAHHOE NPUMEHEHHUE PA3HOPOAHBIX CPEACTB IPU MOCTPOEHUH LIETOCTHON CHUCTEMBI
3aIUTHI, IEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE (3HAUMMBbIE) KaHaJIbl pEaIN3allui yrpo3 U He
coJiepKalleil ciadbIX MECT Ha CTBIKAaX OTJEJbHBIX €€ KOMIIOHEHTOB.

3amuTa J0JKHA CTPOUTHCS SLIENIOHUPOBAHO. /[l KaXIoro KaHajla YTEUKH
uH(pOpMaMM M A KaXJ0H yrpo3sl 0€30MaCHOCTH JOHKHO CYIIECTBOBATh HECKOJIBKO
3aUTHBIX pyOexeil. Co3maHue 3alUTHBIX PyOekel OCYIIECTBISETCS C YYETOM TOT0, YTOOBI
U1 MX MIPEOJI0JIEHNS IOTEHLUAIbHOMY 3JI0YMBIIIIEHHUKY TPEOOBAIUCH MPOQECCHOHATbHBIE
HaBBIKM B HECKOJIbKUX HEB3aMMOCBSI3aHHBIX 00JIACTAX.

Buemnsas  3amurta  gomkHa — oOecreyuMBaThC  (PU3MUYECKUMHU  CpPEACTBaMH,
OpraHM3al[MOHHBIMU U MPaBOBBIMU Mepamu. OJHUM U3 Haubosiee YKpelJIeHHBIX pyOexei
MPU3BaHbI OBITh CPEJICTBA KPUITOrpapHUEeCKON 3alIUThl, peaTu30BaHHbIE C UCIIOJIb30BAHUEM
texHoiorud VPN. TlpuknagHoli ypoBeHb 3allUThl, YYUTHIBAIOIIMM OCOOEHHOCTHU
MpeIMETHOM 001acTH, MpeICTaBIsAET BHYTPEHHUN pyOek 3allUThI.

5.4 HenpepoiBHOCTH 3amuThl I IH

3amuta [1/IH — He pa3oBOo€ MEpPONPUATHE U HE MPOCTasi COBOKYITHOCTh MPOBEICHHBIX
MEpOIPUITUNA U YCTAaHOBJICHHBIX CPEJICTB 3alUTHI, @ HEMPEPHIBHBIMA IE€JICHANPABICHHBIN
Mpouecc, NPeAnoiararolMii MPUHATHE COOTBETCTBYIOIIMX MEP HA BCEX ATAlax >KU3HEHHOTO
nukia UCIT/IH.

NCITIH nomkHBI HAXOAWTHCS B 3AIIMIIEHHOM COCTOSIHUM Ha TPOTSKEHUH BCETO
BpeMEHH HX (PYHKIMOHUPOBAHUA. B COOTBETCTBUM C JTUM TPHUHIUIIOM JOJKHBI
MPUHUMATHCS MephI 0 HegonyieHuto nepexoaa MCIIIH B He3aMIIEHHOE COCTOSIHUE.

BonpmuHCTBY (PU3MUYECKMX M TEXHMYECKUX CPEICTB 3aluThl s 3(PPEeKTHBHOTO
BBITIOJIHEHUST CBOMX (DYHKIIMA HEOOXOAMMa MOCTOSHHAS TEXHUYECKas W OpraHu3alliOHHAas
(aaMUHHUCTpaTUBHAsI) TOJJIEPKKa (CBOEBpeMEHHass CMEHa W oOecleueHHue MPaBUILHOTO
XpaHEHUs] W TIPUMEHEHMs] HMEH, Tapojied, Kirodedl mudpoBaHus, MepeonpeaeieHme
noJITHOMO4Mi U T.1.). IlepepriBbl B paboTe CpPeACTB 3aIIUTHl MOTYT OBITh HCIIOJH30BaHbI
3JIOYMBIIIUIEHHUKAMHU JUIsl aHalu3a TMPUMEHSIEMBIX METOJOB M CPEACTB 3alllUThI, IS
BHEAPCHUS CHEHUAIBHBIX MPOTPpaMMHBIX M ammapaTHBIX '3akiaajok" U APYrux CpelcTB
IIPEOJIOJICHHS] CUCTEMBI 3allIUTHI TIOCJIC BOCCTAHOBIICHHSI €€ (yHKIIMOHUPOBAHUSI.

5.5 CBOeBpPEeMEHHOCTD

[Ipeanonaraer ynpexaaromuid xapakrep Mep odecniedeHus: 6e3omnacHoct I1/[H, TO
€CTh IMOCTAHOBKY 3a7a4 1o komruiekcHo# 3ammute UCIT/IH u peanu3aiuio Mep o0ecreueHus
oe3onacHocTu [1J{H Ha parHUX cTagusax paspadotku UCIIIH B 1e0M B €€ CUCTEMBI Al ThI
nH(pOopMaIuK, B YaCTHOCTH.

Pa3paboTka cHCTEMBI 3aIUTHl JIOJDKHA BECTHUCH IMapajuIeIbHO C Pa3pabOTKOW H
pPa3BUTHEM CaMOM 3alMIIIAeMOW CHCTEMBI. DTO MO3BOJIUT YIECTh TPeOOBaHUS O€30IMaCHOCTH
MIPH TPOCKTHPOBAHUHU APXUTEKTYPHI U, B KOHEUHOM CUETe, CO3AaTh Oosee dhheKTHBHBIC (Kak
T0 3aTpaTaM PeCcypcoB, TaK U M0 CTOMKOCTH) 3alIUIIIEHHBIC CUCTEMBI.

5.6 IpeeMCTBEHHOCTH M COBEPIIEHCTBOBAHME

IIpennosaratlor MOCTOSHHOE COBEPLICHCTBOBAHUE MEpP M CPEACTB  3allUTHI
uHpOpMAIM HAa OCHOBE MPEEMCTBEHHOCTH OPTraHU3AIMOHHBIX M TEXHUYECKUX DPEUICHHIA,
KaJpoBOTro cocTaBa, aHaiu3a ¢pyHkuuonupoanus MCIIJIH u ee cucTeMBbl 3aIIUTHI C yUYETOM



M3MEHEHHUI B METOJAX U CPEJICTBAX MepexBaTa MHPOpMaui, HOPMATUBHBIX TpeOOBaHUI MO
3aIUTe, JOCTUTHYTOrO OTEYECTBEHHOIO U 3apyO0eKHOIro OIbITa B 3TOM 00acTu.

5.7 HepCOHaJIbHaH OTBETCTBCHHOCTD

[Ipennonaraer Bo310KeHUE OTBETCTBEHHOCTH 3a obecrieueHue 6e3omacHocT [1/{H u
CUCTEMBl UX O0OpabOTKM Ha KaXIOro COTpPYJHHMKAa B TNpelenax ero mnoiaHoMouuii. B
COOTBETCTBUU C ATUM MPUHLHUIIOM pacClpeAesieHue NpaB M O00SI3aHHOCTEM COTPYIHUKOB
CTPOUTCS TAKMUM 00pa3oM, YTOOBI B ciTydyae J000ro HapylueHus: Kpyr BUHOBHUKOB ObUT YETKO
M3BECTEH WU CBEJCH K MUHUMYMY.

5.8 IIpuHIMI MUHMMH3ANUH TOJTHOMOYHIA

O3HayaeT MpeNOoCTaBICHUE TMOJb30BATESIM MHHUMAJIBHBIX TMpaB JOCTyna B
COOTBETCTBUU C MPOU3BOJICTBEHHOW HEOOXOJMMOCTHIO, HA OCHOBE MPHUHIIUIIA «BCE, YTO HE
pa3pereHo, 3arpenieHo».

Hoctyn k [1/IH 10mKeH NpeocTaBiasaThCS TOJIBKO B TOM ClIy4ae U 00beMe, €l 3TO
HEO0OXOMMO COTPYAHHUKY JJIS BBIMOJHEHHUS €T0 JOHKHOCTHBIX 00s3aHHOCTEH.

5.9 B3aumojeiicTBue U COTPYAHHYECTBO

[Ipennonaraer  co3ganue  OmarompusiTHOW  aTMocdepbl B KOJUJIGKTUBAX
nojapasjaeneHuit, obecneunBaromux aesdTenbHocTh MCIIIn Ilkombl, mis CHUKEHUS
BEPOATHOCTH BO3HUKHOBEHUS HETATUBHBIX JICMCTBUM, CBS3aHHBIX C YEJIOBEYECKUM
(haxkTopoMm.

B Takoit 06cTaHOBKE COTPYIHUKH JOJDKHBI OCO3HAHHO COOJIOJATh YCTAaHOBJICHHBIC
IpaBWiIa U OKa3bIBaTh COJICUCTBUE B JIESITEILHOCTH MOAPA3IACICHUM TEXHUUYECKON 3aIluThI
uHopMaIuu.

5.10 T'u6kocTn cucrembl 3ammThl ITIH

[IpunHsTEIE MEpBl W YCTAHOBJICHHBIE CPEACTBA 3alUTHI, OCOOCHHO B HaYaJIbHBII
MEPHUOJ] UX IKCIUTyaTalllH, MOTYT 00ecleunBaTh Kak Ype3MEpHbBIN, TaK U HEIOCTATOYHBIN
ypOBEHb 3aiuThL. /{7151 o6ecreueHus BO3MOKHOCTH BapbUPOBAHMS YPOBHEM 3alUIIIEHHOCTH,
CpeJIICTBA 3alIUTHl JOJDKHBI 00J71a1aTh OMpeeIeHHON THOKOCThI0. OCOOEHHO Ba)KHBIM 3TO
CBOMCTBO SIBISIETCS B TeX CIydasx, KOIJa YCTAaHOBKY CpPEICTB 3allUThl HEOOXOIUMO
OCYHIICCTBJISITh Ha palOTaWIIyI0 CHUCTEMY, HE Hapylias Ipolecca €€ HOPMajbHOTro
(GYHKIIMOHUPOBAHUSI.

5.11 OTKpBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIIUTHI

CyTb npUHIIANA OTKPHITOCTH AITOPUTMOB M MEXAHU3MOB 3aIIIUTHI COCTOUT B TOM, YTO
3aInTa He JI0JDKHA 00ECIIeYnBAThCS TOJIBKO 3a CYET CEKPETHOCTH CTPYKTYPHON OpraHU3alluH
U aITOPUTMOB (DYHKIIMOHUPOBAHUSI €€ MOACHCTEM. 3HAHHWE AJIITOPUTMOB PabOTHI CUCTEMBI
3allIUTHI HE JOJHKHO JIaBaTh BO3MOXKHOCTH €€ MpeoAoeHus (qaxe aBTopam). OHAKO, 3TO HE
O3HayvaeT, 4YTo HHGOPMAIHUSI O KOHKPETHOW CUCTEME 3aIUTHI JOKHA OBITH 00IIE0CTyITHA.



5.12 TIpocToTa npuMeHeHHUs CPEACTB 3aIUThI

MexaHu3Mbl 3alUTHl  JIOJDKHBI  OBITh MHTYUTHBHO TIIOHSATHBI M TPOCTHl B
ucnosib3oBaHuy. [IpuMeHeHue CcpeiacTB 3alIUThl HE JIOJKHO OBITh CBSI3aHO CO 3HAHUEM
CHEIUAIBbHBIX SI3bIKOB WM C BBIIOJIHEHUEM JIEUCTBHUH, TPEOYIOUIMX 3HAYUTEIBHBIX
JIOTIOJIHUTEIBHBIX TPY103aTPAT MpU 0OBIYHOM pabOTE 3aperuCTPUPOBAHHBIX YCTAHOBIEHHBIM
MOPAJIKOM T0JIH30BATENEH, a TaKKe HE JIOJDKHO TpeOOBaTh OT MOJIb30BATENS BHIOJHEHUS
PYTUHHBIX MaJIOTIOHSATHBIX €My OIepalnuil (BBOJ HECKOJIBKUX MapoJiel U UMEH U T.11.).

JlolbkHa ~ 1OCTHraThCs  aBTOMATM3alMs  MakCUMaJbHOTO  4YHCJIa  JACUCTBHU
nosnb3oBaresied u axMuaucTparopos UCII/IH.

5.13 HayuHasi 000CHOBAaHHOCTh M TEXHHYECKAS Pean3yeMocT
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NudopmanroHHbIe TEXHOJIOTHH, TEXHUICCKUE ¥ POTPAMMHBIC CPEJICTBA, CPEJICTBA U
MEpBI 3aIUTHl HHPOPMAITUH JIOJIKHBI OBITH peaTM30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAayKd M TEXHUKU, HAYYHO OOOCHOBAHBI C TOYKH 3PCHUS JTOCTIKEHUS 33JJaHHOTO YPOBHS
0e30MmacHOCTH HMH(OpPMAIMU M JODKHBI COOTBETCTBOBATH YCTAaHOBJICHHBIM HOpPMaMm H
TpeboBaHUsAM 110 6e30macHocTH [1/1H.

C3I1/In moimkHA OBITH OPUEHTHPOBAHA HA PEIICHHUS, BO3MOXHBIC PUCKH JIJIT KOTOPBIX
U Mepbl TPOTHUBOJCHCTBUSA 3TUM PHUCKAM MPOIUIH BCECTOPOHHIOK TEOPETUYCCKYIO U
MPAKTUYECCKYIO MPOBEPKY.

5.15 Cneuuanu3anust ¥ npodeccHOHATHIM

[Ipennonaraer mpuBieueHue K pa3pabOTKE CPEACTB M peali3allud Mep 3alllUThl
uHbOpMallMd  CHEIUAIU3UPOBAHHBIX OpraHu3alui, HauOojiee TMOJArOTOBJIEHHBIX K
KOHKPETHOMY BHJIy JAEATEIBLHOCTH MO obecrneueHuto OezonacHoctH [1J[H, UMEOMUX OMBIT
PAaKTUYECKONW paboThl U TOCYAAPCTBEHHYIO JIMIIEH3UIO HA MPABO OKa3aHUS YCIyr B 3TOH
obOnactu. Peanuzanusi aAMUHUCTPATUBHBIX MEP M AKCIUIyaTallds CPEACTB 3alllUTHI TOJDKHA
OCYHIECTBIISITHCS MPOGECCUOHABHO MOJITOTOBICHHBIMU crierianuctaMu LIKobl.

5.16 O6s3aTeILHOCTH KOHTPOJIS

HpennonaraeT 00513aTEJIbHOCTh H CBOCBPCMCHHOCTDb BBIABJICHUSA M IIPCCCUCHUMA
IIOIIBITOK HAPYHICHUA YCTAHOBJICHHBIX ITPpAaBUJI obOecrieyennss 0€301MaCHOCTH HHH Ha OCHOBC
HUCIIOJIB3YCMBIX CHUCTEM H CpPCACTB 3allHThI HH(bOpMaLIHH IIpun COBCPHICHCTBOBAHUU
KpUTCPHUCB U MCTOJOB OLCHKHA 3(b(beKTHBHOCTH OTHX CUCTEM U CPCIACTB.

KOHTpOHB 3a JCATCIIbHOCTBIO JII000TO IMOJIb30BAaTCIIA, KAXKXKI0TO CPCACTBA 3alIIUThLI K B
OTHOILIEHUH JTI000ro 0O0OBEKTa 3allIUTBhI JOJDKCH OCYHICCTBIIATHCA Ha OCHOBC INIPHUMCHCHHA
CpCACTB OIICPATUBHOI'O KOHTPOJIA MW PETUCTpAaIMHM KW  JOJDKCH OXBaTbIBATb KakK
HCCAaHKIHUOHHWPOBAHHLBIC, TaAK 1 CAHKIIMOHHUPOBAHHBIC JICMCTBUS MIOJIb30BATEIICH.



6. Mepbl, METOAbI M CPEACTBA odecreuyeHUus TpeﬁyeMoro YPOBHSA 3allIMIIEHHOCTHU

ObGecnieuenue TpeOyeMOro YpOBHSI 3alIUIIEHHOCTH JODKHOCTH JOCTUTAThCS C
WCTIOJb30BAaHUEM MeEp, METOJOB U CpencTB Oe3omacHocTH. Bcee Mepsl obecredeHus
6e3onacuoctu UCII/lH nonpa3nensitoTcs Ha:

® 3aKOHOjJAaTeNbHbIE (ITPAaBOBLIC);

MOpPATBbHO-3THYECKHE;

OpraHu3alMOHHbIE (AIMUHUCTPATUBHBIE);
¢dusnueckue;

TEXHUYECKHE (anmnapaTHble U IPOrpaMMHBIE).

6.1 3akoHonarenbHbIE (IPAaBOBbIE) MEPbI AU THI

K mpaBoBBIM MepaM 3alIuThl OTHOCSTCS JEHCTBYIOIIHME B CTPAHE 3aKOHbI, YKa3bl U
HOPMAaTHBHbBIE aKThI, pErVIaMEHTUpYIOIIHUe mpaBuia oOpamenus ¢ [1/1H, 3akperuisromue
mpaBa U 00s3aHHOCTH YYaCTHUKOB MH(OPMAIIMOHHBIX OTHOIIICHHH B MpoIiecce ee 00paboTKu
U UCIOJB30BAHMS, a TAKXKE YCTAHABIMBAIOIIME OTBETCTBEHHOCTb 3a HApYILIEHUS ATHX
MpaBuJI, MPENSATCTBYS TEM CaMbIM HEMPaBOMEPHOMY Hcmojib3oBaHuio [1J[H u sBistomuecs
cAepKUBAOLIUM (AKTOPOM JUI MOTEHIIUAIBHBIX HAPYIIUTENCH.

[IpaBoBBIE Mepbl 3alIUTHI HOCSAT B OCHOBHOM YIPEXKIAIOMINM, MpopuiIaKTHYeCKU
Xapakrep M TpeOyIOT TMOCTOSHHON pa3bACHUTENbHOW pabOThl C MOJB30BATENISIMH U
00CITyKUBAIOIIUM MEPCOHATIOM CHUCTEMBI.

6.2 MopaJIbHO-3THYECKHE MePhI 3aAIIUThI

K MopanbHO-3THYECKMM MepaM OTHOCSITCS HOPMBbI ITOBECHH S, KOTOPBIE TPATUIIMOHHO
CJIOXKHIIMCh WJIM CKJIAJIBIBAIOTCS MO0 Mepe pacnpocTpaneHus DBM B cTpaHe uin o0IiecTBe.
OTH HOpPMBI OOJbIIEH YacTbl0 HE SBISIOTCA O00S3aTeIbHBIMHM, KaK 3aKOHOJATENIbHO
yYTBEPKJICHHbIE HOPMATUBHBIE aKThI, OJIHAKO, UX HECOOJII0/IEHNE BEET OOBIYHO K MAJCHHUIO
aBTOPUTETA, MPECTHKA YeIOBEKa, TPYNIbl JIUI[ WM OpraHu3aluu. MopallbHO-3THYECKUE
HOpMBI OBIBAaIOT KaK HEMHCaHble (HampuMmep, OOIICTPU3HAHHBIE HOPMBI YECTHOCTH,
naTpUOTU3Ma M T.I.), TaK U MHUCaHble, TO €cTh O(OpMIIEHHbIE B HEKOTOPHIA CBOA (yCTaB)
IIPaBWJI WU TPEITUCAHHI.

MopaabHO-3THYECKHUE MEPBI 3alIUThl ABJISIOTCS NPOMUIAKTUYECKUMU U TPeOyIoT
MOCTOSIHHOM pa0oOThl IO CO3JAHUIO 30POBOTO MOPAIBHOTO KJIMMAaTa B KOJUIEKTHBAX
nojapazfeneHuii.  MopanbHO-3THYECKHE  MEpbl  3alllUThl  CHIDKAIOT  BEPOSITHOCTH
BO3HUKHOBEHHS HETATUBHBIX JIEHCTBUMN, CBA3AHHBIX C YEIOBEUECKUM (DAKTOPOM.

6.3 Opranu3annoHHbie (AAMHHUCTPATHBHbIE) MEPbI 3ALIUTHI

OpranuzanvoHHble  (aAMMUHUCTPATHUBHBIE)  MEPbl  3alUTBl — 3TO  MEphI
OpPraHM3AI[MOHHOTO XapakTepa, perjJaMeHTHPYIONIUE TMPoIecchl  (PYHKIIMOHUPOBAHUS
NCIIdn, ucnonp3oBanue pecypcoB MCII/IH, nesTenbHOCTh 0OCTYKUBAIOIIETO IMepcoHaia, a
TaKKe TOPSIOK B3amMozeicTBus monb3oBareneid ¢ MCII{a Takum oOpa3oMm, 4TOOBI B
HauMOOJBIIeH CTENEH! 3aTPYJHUTh WM HCKIIOYUTh BO3MOXHOCTH pealli3allid yrpo3
0€30MMacCHOCTH WJIM CHU3HUTH pa3Mep MOTePh B CIIydae UX peanu3alluu.

['maBHass wenb aJAMUHUCTPATHUBHBIX Mep, MNPEANPUHUMAEMBIX Ha  BbICHIEM
yIpaBiIeHUYECKOM ypoBHE — chopmupoBath [lomuTuky wnH(pOpMarMOHHOW 06e30macHOCTH



[IIn (oTpaxaroiryio MOAXOABl K 3amuTe UHPOpManuu) U OOECIEeUUTh €€ BBINOJHEHHUE,
BBIJIEJISISE HEOOXOAMMBIE PECYPCHI U KOHTPOIUPYSI COCTOSTHUE L.

Peanuzanus [onutuku nndopmanuonnoit 6ezonacuoctu [1JIn 8 UCIIQH cocTosT u3
Mep aJAMUHUCTPATUBHOIO YPOBHS W OPraHU3AIMOHHBIX (TIPOLEAYPHBIX) MEpP 3alUTHI
MH(pOpMAaLIHH.

K amMuHHCTpaTUBHOMY YPOBHIO OTHOCSTCS PEIICHHS PYKOBOJICTBA, 3aTParuBaroIIne
nearenbHocTh  MCII[IH B umenmom. DOtm  pemeHus 3akpemsitorcs B [lonuTuke
uH(popMaMoHHOM Oe3onacHocTH. [IpuMepoM Takux pereHuit MOryT ObITh:

® MPUHITHE PEHICHUs 0 POPMUPOBAHUHU WIIH TIEPECMOTPE KOMIUIEKCHOM MPOTpaMMBbl
obecrieuenust Oe3zomacHoctu [I/lH, ompeneneHre OTBETCTBEHHBIX 3a €€
peanu3anuio;

e (QopMmynupoBaHHE II€JIei, TOCTAaHOBKA 3aJay, OMNpPEACIICHUE HaIlpaBICHUM
JesITeTLHOCTH B 00nactu 0e3onacHoctu [1/]H;

® TMPUHITHE pEHICHUH [0 BOMpPOCAM pealMn3alliyd MPOTPpaMMbl O€30MaCHOCTH,
KOTOpBIE paccMaTpUBAIOTCS Ha ypoBHE [IIKOJIBI B 11€710M;

e oOecrieyeHNEe HOPMATUBHOM (MPaBOBOIT) 0a3bl BOIPOCOB OE30MACHOCTH U T.II.

[TonuTuka BepxHEro ypoBHs JOMKHA YETKO OYEPTUTH CPEPy BIUSHUS U OTPAHUYCHUS
npu  ompeneneHun Ieneil  6e3omacHoctu  II/lH, ompenenuTh KakKUMU pecypcaMu
(MaTepuanbHbIC, IEPCOHANT) OHM OYIyT TOCTUTHYTHI U HAUTH Pa3yMHBI KOMITPOMHUCC MEXKTY
MpUeMJIEMbIM YpoBHEeM Oe3omacHOCTH U ¢pyHKIMOHaIbHOCThI0 UCTI/H.

Ha opranuzalluOHHOM YpOBHE OMNPEAENSIOTCSA MPOLEAYpPhl U MpaBUiia JTOCTHUKECHUS
nenedt u pemeHus 3amad [lonutuku nHpopmarnmonHoi 6e3onacHoctu [1JIH. OTH mpaBuia
ONIPEACIISIOT:

e KakoBa 00JIaCTh MPUMEHEHUs MONUTUKH OezonacHocTH [1/1H;

® KAaKOBBI pOJIM M O0A3aHHOCTH JOJDKHOCTHBIX JIMI[, OTBEYAIOIIHME 3a MPOBEACHUE
nonutuku 6ezonacHoctu [1/1H, a Tak:ke X YCTaHOBUTH OTBETCTBEHHOCTh;

e KTO MMeeT npasa nocryna K [1/1H;

® KAaKUMHU MEpaMHU U cpecTBaMu obecnieunBaercs 3amura [1/1H;

® KAaKUMHU MepamMH U CpeICTBAMH OOECIEYMBAETCS KOHTPOJIb 3a COONIOICHHEM
BBEJICHHOTO peKuMa 0€30MacHOCTH.

Oprasan3aliluOHHBIE MEPHI I0JKHBI:

e [peaycMaTpUBaTh perjaMeHT WH(OPMAIMOHHBIX OTHOIIEHUN, HCKIIIOYAIOIIUX
BO3MOXXHOCTh HECAaHKIIMOHUPOBAHHBIX JIEHCTBUI B OTHOIIEHUU OOBEKTOB
3aILUTHL;

® OMNpeAeNsITh KOAJIUIMOHHBIE W HEpApXUUYECKUE MPUHLUHUIBI U  METOMbI
pasrpannueHus gocrtyna K [1J1H;

® ONpENENSITh MOPSIOK pabOTHI C MPOTPAMMHO-MATEMATHUYECKUMH U TEXHUYECKUMU
(anmapaTHbI€) cpeAcTBaMH 3alIUThl W KPUITO3AUIUTHI U JPYTHX 3allATHBIX
MEXaHU3MOB;

e opranu3oBaTh Mepbl TpoTtuBoseicTBus HCJ| monb3oBaTensMu Ha dTamnax
ayTeHTU(UKAIIMN, aBTOPU3AINK, WISHTH(DHUKAINKA, 00CCTICUMBAIOIINX TapaHTHH
peanu3aly rnpaB ¥ OTBETCTBEHHOCTH CyOBEKTOB HH(POPMAITMOHHBIX OTHOIIICHUH.

Opranu3aloOHHbBIE MEPHI IOJKHBI COCTOSITh U3:

e pernaMmenTa goctyna B nomemenuss UCIIIH;

® TIOPSOK JOMYyCKa COTPYIHHUKOB K MCIoJib30oBaHuio pecypcoB UCITIn IIkorsr,

® perjJamMeHTa MPOIeCCOB BeACHUS 0a3 JaHHBIX U OCYIIECTBIICHUS MOIUGDUKAINH
MH(POPMAIIOHHBIX PECYPCOB;

® perraMeHTa TPOIECCOB OOCTY)KMBAHHMS M OCYHICCTBICHHS MOJIU(DUKAINH
anmnapartHbIX U mporpaMMHbIX pecypcoB UCII/IH;



o uHcTpykiuil nonb3oBareneit UCIAu (aqmunuctparopa MCII/H, mons3oBarens
NCII1On);

® WHCTPYKIIHS MOJTb30BATEIS IPU BO3HUKHOBEHHH BHEIITATHBIX CUTYAIIUH.
6.4 ®dusnyeckue Mephl 3aIUTHI

®u3nuecKue Mepsl 3alMThl OCHOBAHBI HA IPUMEHEHUHU PA3HOTO POJIa MEXaHUYECKUX,
ANEKTPO- WM JJIEKTPOHHO-MEXAHMYECKUX YCTPOWCTB M COOPYKECHHUM, CIEIUAIBHO
MpelHAa3HAYEHHbIX JUIsI CO3/JaHus (PU3MYECKUX TNPENATCTBHMM HAa BO3MOXHBIX MYTSIX
MPOHUKHOBEHMSI M JOCTyNa MOTEHUUAJIbHBIX HAPYIIUTENEH K KOMIIOHEHTaM CHCTEMbl U
3amuuiaeMol MH(pOpMaIMKM, a TaKKe TEXHUYECKHX CPEJICTB BU3YaJIbHOIO HAOIIOEHUS,
CBSI3U M OXPAHHOW CHTHAJIU3ALMM.

duznyeckas 3aluTa 3JaHUN, MOMEUIEHUH, OOBEKTOB M CPEACTB MH(GOpMATHU3AIMU
JOJDKHA OCYIIECTBIATHCS IYTEM YCTAaHOBJIEHUS COOTBETCTBYIOIIMX IOCTOB OXpPaHbl, C
MOMOIIBI0O TEXHUYECKUX CPEJICTB OXpaHbl WIM JIIOOBIMM JAPYTMMH  CIIOCOOAMH,
MPEAOTBPAIAIOIIMMY WIM CYLIECTBEHHO 3aTPYAHSIOIIMMHM INPOHUKHOBEHUE B 3/IaHHUE,
MOMEILIEHUs TOCTOPOHHUX JIUI], XUIIEHNE MH()OPMAIIMOHHBIX HOCHUTENIEH, CaMUX CPEICTB
uH(popMaTU3aIH, UCKIIOYAIOIIMMHI HaX0K/I€HUE BHYTPU KOHTPOIHPYEMON (OXpaHseMOil)
30HBI TEXHUYECKUX CPEJICTB PA3BEIIKH.

6.5 AnmaparHo-nporpaMMHbIie cpeacTBa 3amuThl I H

TexHuueckne  (ammapaTHO-TIPOTPAaMMHBIC)  MEphl  3alllUTBl  OCHOBAaHBI  Ha
UCIOJIb30BAHUU PA3IUYHBIX 3JIEKTPOHHBIX YCTPOMCTB U CHIEUATBHBIX TPOTPAMM, BXOISIINX
B coctaB MCII/lH u BhIMONHSIOMMX (CaMOCTOSATEIBHO WM B KOMIUIEKCE C JAPYTUMHU
cpeactBaMu) (GYHKIHUM 3aUATHl (MISHTUPUKALMIO W ayTeHTU(HUKAIUIO IOJIh30BaTENICH,
pasrpaHdyeHHe JOCTylla K pecypcaM, perucTpanuio CoOBITHH, KpUOTOrpaduueckoe
3aKpbITHE HHGOPMAITUH U T.1.).

C yueroMm Bcex TpeOOBaHMN W MPUHIUIOB obecreueHus: Oe3omacHoctu [1/{H B
NCTIlH mo BceM HampaBJICHUSM 3alllUThl B COCTaB CHUCTEMbI 3alUTHI JOJKHBI OBITh
BKJIIOUEHBI CIIEAYIOIINE CPE/ICTBRA:

e cpenactBa uaeHTU(UKAIMK (OMTO3HABAHUS) U ayTEeHTHUPUKAIUHU (TIOITBEPIKICHUSI

noyIMHHOCTH) Trostb3oBatenen MCII/IH;

® CpeacTBa pasrpaHUYEHHUs JIOCTyNa 3aperHCTPUPOBAHHBIX  IOJB30BaTENEH

cucreMsbl k pecypcam UCTI/{n HIkomsr;

e cpeactBa oOOecmiedeHHS M KOHTPOJIA  IIENOCTHOCTH  MPOTPAMMHBIX |

UH(GOPMAIIMOHHBIX PECYPCOB;

® Cpe/CTBa ONMEPATUBHOTO KOHTPOJIS U PETUCTPALIUU COOBITHIT 0€30MacHOCTH;

e kpunrorpadudeckue cpeactsa 3amutsl [1/1H.

YcnenrHoe NpUMEHEHWE TEXHUYECKUX CPEJICTB 3alllUThl HA OCHOBAHUU MPUHITUIIOB
(pasnen 5) mpeamnonaraet, 4YTO BBIIIOJIHEHHE NIEPEUUCIICHHBIX HIDKE TpeOOBaHUIN 00ecTieueHO
OpPTaHHU3aIMOHHBIMU (2 IMUHUCTPATUBHBIMH) MEPAMH M HCIOJIb3YEMbIMH (PU3NIECKUMU
CPEJICTBAMU 3aIUTHI:

e o0OecrneyeHa u3uvecKas MeI0CTHOCTh BceX komnoneHT MCII/IH;

e KaxAbld coTpyaHuK (monb3oBarens MUCIIJH) nim rpynna nonbs3oBaresed uMeeT

YHUKAITHHOE CHCTEMHOE UMSI 1 MUHUMAIBHO HEOOXOIUMBIE JUIS BHITIOJTHEHUS UM
CBOMX (DYHKIIMOHAJIHHBIX OOS3aHHOCTEH TOJIHOMOYHS IO JOCTYIy K pecypcam
CUCTEMBI;
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Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
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BCE M3MEHEHMs KOH(UTypaluu TEXHUYECKUX U mporpammusbix cpencts UCII/x
MPOU3BOJATCA CTPOrO YCTAHOBJIEHHBIM MOPAJIKOM  (PErHCTPUPYIOTCS H
KOHTPOJMPYIOTCS) TOJBKO HA OCHOBAHUHU MPUKa30B pykoBocTBa LLIKkosl;
ceTeBoe 000pynoBaHUE (KOHIIEHTPATOPbI, KOMMYTATOPbl, MapLIpyTHU3aTOPbl U
T.II.) PACIIONAraeTcsi B MECTaxX, HEJAOCTYMHBIX U1 MOCTOPOHHUX (CHEIHATIbHBIX
MOMENIEHUX, IKadax, u T.11.).

cnenuanuctaMu  IIIKOJIBI  OCYIIECTBIIIETCST HENMPEPBIBHOE  YINPABICHHE U
aJIMMHHUCTpPATUBHAA MOAJIEPKKa (YHKIIMOHUPOBAHUS CPEACTB 3aAIUTHI.



7. KoHTpoab 3¢(peKTUBHOCTH CHCTEMBI 3ALUTHI

Kontpons sddexrtuBHocTr C3II[IH M0KEH OCYHIECTBISETCS Ha MEPUOTUUYECKOMN
ocHoBe. llenbto KOHTPONS APGEKTUBHOCTU SBISETCS CBOECBPEMEHHOE BBISIBIICHHE
HeHauiexkamux pexuMoB pabotsl C3II/IH (oTKirodyeHHE CpPEACTB 3alllUThl, HapyIICHHE
PEKMMOB 3aIUThl, HECAHKIIMOHUPOBAHHOE W3MEHEHHME peXUMa 3alUThl M T.M.), & TaK
MIPOrHO3UPOBAHNE U IPEBEHTUBHOE pearnipoBaHUe Ha HOBbIE YIpo3bl Oe3omnacHocTH [1/1H.

KonTpons moxer npoBoguthess kak aamuHuctpatopamu MCII/IH (omepaTuBHBII
KOHTpoJIb B Tipouiecce wuHpopmanmonnoro B3aumojencteuss B HWCII[AH), Tak wu
MPUBJIEKAEMBIMU IS 3TOM LEIN KOMIIETEHTHBIMH OpraHU3alUsIMH, UMEIOIIUMU JIULIEH3HUIO
Ha 310T BuUA nesatenbHocTH, a Takke PCTIOK Poccum m @®CHb Poccum B mpenenmax ux
KOMIIETEHIUH.

Kontpons Moxer ocymectBisatees aamuHuctpatopoM MCIIJIH kak ¢ moMounisro
HITaTHBIX CPEACTB CUCTEMBI 3alIUThI [1J[H, Tak U ¢ MOMOIIBIO CIEMATBHBIX TPOrPAMMHBIX
CPEJICTB KOHTPOJISI.

Onenka s¢ddextuBHOCTH Mep 3amuthl [IJ[H nmpoBoaWUTCS € HCMONB30BAaHUEM
TEXHUYECKMX W MPOrpPaMMHBIX CpPEACTB KOHTPOJSI Ha MPEIMET COOTBETCTBUS
YCTaHOBJIEHHBIM TPEOOBAHUSIM.



8. Cdepsl oTBeTCTBEHHOCTH 3a Ge3omacHocTh ITIH

OTBETCTBEHHBIM 32 pa3pabOTKy Mep M KOHTPOJIb HaJ oOecreyeHueM 0e30MacHOCTU
MEPCOHAIBHBIX JTAHHBIX SBISIETCS JJupekTop MKOIbL. JJupeKTOp MIKOIBIMOXKET AEIErUpOBaTh
4acTh MOJIHOMOYMM 110 o0ecredeHnIo 0€30MacHOCTH NEPCOHATbHBIX IaHHBIX.

Cdepa OTBETCTBEHHOCTHM PpPYKOBOAMUTENS YUPEKACHUS BKIIOYAET CIEIYIOIINE
HarpaBliieHus o0ecrieuenus 6e3omnacuoctu [1JIH:

o [lmanupoBanue u peanuzaius Mep o odecreueHuto o6ezomnacuoctu [1J1H;

e Amnanu3 yrpo3 6e3onacuoctu [1/1H;

e Pa3pabotrky, BHeIpeHUE, KOHTPOIb UCIOJHEHUS U MOJAJIEPKAHUE B AKTYaJIbHOM
COCTOSSHUM TIOJUTUK, PYKOBOJACTB, KOHUENIMH, TMpoLenyp, periaMeHToB,
MHCTPYKUMM M JPYyrHX OpraHU3allMOHHBIX JOKYMEHTOB IO 00eCleyeHuto
0Ce30MacHOCTH;

e Koutpons 3amumentoctd UT uadpactpykrypst LLkonst ot yrpo3 Ub myrem;

e (OOyuenue u unpopmupoBanue noib3oateneit UCII[H, o mopsake paboTsl ¢
[T/I1 u cpeacTBamMu 3alIUTHI;

e [IpenorBpamieHue, BBIBICHHWE, PEArMPOBAHHME U pacciieOBaHUE HapyIICHUM
6e3onacHoctu [1/1H.

[Ipn B3auMoAeWCTBUM €O CTOPOHHMMM OpraHU3alMsIMHU B CIyyasx, Korja
COTPYJIHHUKAM 3TUX OpraHU3alui MPpeJa0CcCTaBIseTCs JOCTYN K 00beKTaM 3aiuThl (pasaen 3),
C TUMU OpraHU3alUsIMHU JOJKHO OBITH 3aKitoueHo «Cornamienre o KOHPUACHIIMATbHOCTHY,
m60 «CornamnieHue o coOnoeHnu pexkuma 0e3onacHocT [1/IH npu BbImoHeHUH paboT B
HNCITIb».



9. Moaesb HAPYIIHTESI 0€30MACHOCTH

[Tox napymutenem B llIkose moHuMaeTcs U0, KOTOPOE B PE3YJIbTATE YMBIIIJIEHHBIX
WJIU HEYMBIIIJICHHBIX IEWUCTBUN MOKET HAHECTH yiiepO oObeKTaM 3aiuThl (pazaen 3).

Hapymurenu nogpasnpenstorcs no npusHaky npuHamiexxHoctd k WMCIIH. Bcee
HapYyUIUTENN JICISATCSA Ha IBE TPYIIIbIL:

e BHEIIHWE HAPYLIUTENN — PU3NYECKHUE JIHIIA, HE UMEIOIINE MpaBa NpeObIBAaHUS HA
TEPPUTOPUM KOHTPOJIUPYEMOM 30HBI, B Tpelesiax KOTOPOW pa3MellaeTcs
o6opynoBanne UCII/IH;

® BHYTPCHHHUE HAPYIIUTENU — PU3MUECKHUE JTUIA, UMEIOIINE TTPaBo MpeObIBaHUS HA
TEPPUTOPUUA KOHTPOJIUPYEMOM 30HBI, B THpeaenax KOTOpOM pa3Meniaercs
o6opynoBanue UCII/IH.

Knaccudukamus nHapymureneit mnpeacraBieHa B Mogaenu yrpo3 0€30MacHOCTH
MEePCOHANIBHBIX JaHHBIX Kaxaou MCII/H.



10. Mopaesb yrpo3 6e3onmacHocTH

Husa UCIIn Ilkonsl BBIIEISIOTCS CIEAYIOIIME OCHOBHBIE KAaTETOPUH YTIpo3
0€30MacHOCTH EPCOHANIBHBIX JAHHBIX:

1) Yrpo3bl OT yTEUKH 110 TEXHUYECKMM KaHaJIaM.

2) Vrpo3bl HECAHKIIMOHMPOBAHHOTO JOCTYIIA K HH()OPMALIMH:

- YIpo3sl YHHUUTOXKEHUS, XUIeHUs annapartHeix cpeacts MCIIIH HocuTenen
uHpopmanuu nmyteM ¢puznyeckoro aocryna k snementam UCII/IH.

- YTpo3pl  XUIIEHWS,  HECAaHKUMOHUPOBAHHONW  MoaW(UKAMU  WIH
OnoxkupoBaHus WHPOpMAIMKM 3a cUeT HecaHKuoHupoBanHoro goctyna (HCI) c
MPUMEHEHHEM IPOrpaMMHO-AINAPaTHBIX U MPOTPAMMHBIX CPEACTB (B TOM YHUCIE
MPOrpaMMHO-MaTeMaTHUYEeCKUX BO3JIEHCTBUM).

- Yrpo3sl HE MpeaHaMEpPEHHBIX JCHCTBHUM IOJIB30BATENCH M HapyLICHUN
oe3onacHoctu pynknmonupoanus WCII[In u C3I1/In B ee coctaBe u3-3a cOOEB B
MpOrpaMMHOM OOECIeYeHUH, a TaKkKe OT YIrpo3 HEaHTPONOreHHOro (cOoeB
anmnapartypbl U3-3a HEHAJIeKHOCTHU DJIEMEHTOB, COOEB ANEKTPONUTAHUS) U CTUXUWHOTO
(yIapoB MOJIHMI, TIO’KapOB, HABOJHEHUH U T.II.) XapaKTepa.

- YIpo3bl IpeIHaMEPEHHBIX ACUCTBUN BHYTPEHHUX HAPYIIUTEIICH.

- YIpo3bl HECAaHKIIMOHUPOBAHHOT'O JJOCTYIIA [0 KaHAJIAM CBS3H.

Onncanne yrpo3, BEpPOSITHOCTb WX peau3allid, ONAaCHOCTh M aKTYaJbHOCTh
npeacTaBiaeHbl B Mojenu yrpo3 0€30MacHOCTH MepCOHaIbHbBIX TaHHbIX Kaxaon NUCII/IH.



11. Mexanusm peaauzanun KoHuenuuu

Peamuzanus KoHuenuuu 10JIKHA OCYHIECTBJISTHCS HAa OCHOBE IEPCHEKTUBHBIX
MIPOrpaMM U IIJIAHOB, KOTOPBIE COCTABISAIOTCA HA OCHOBAHUM U BO UCIIOJTHEHUE!

e (enepanbHBIX 3aKOHOB B 001acTH 0O€ecTIeYeHNs] THPOPMALIMOHHON OE€3011aCHOCTH
Y 3al0UThl HHPOpMAIUY;

e nocraHosieHni [IpaBurenscTBa Poccniickon denepanny;

® DPYKOBOISIINX,  OPTraHU3AIMOHHO-PACIIOPAIUTENFHBIX W METOAMYECKUX
nokyMeHToB @CTOK Poccuu;

e notpebHoctelr UCII/IH B cpeacTBax obecrieueHs: 6€30MacHOCTH UHPOpMAIUH.



12. Oxunaemsriii 3¢ dext ot peanuzanuu Konnenmun

Peanmzanmsa Konnenmuu 6e3onmacaoctu I1/1a 8 UCIIH mo3BonuT:

e O1EHUTh cocTosgsHue OezonacHocTH MHpopMauuu MCII/IH, BBISIBUTE HCTOUYHUKH
BHYTPEHHMX M BHEIIHHMX YIpo3 MH(OPMAIMOHHON 0€30MacHOCTH, ONPENEIHUThH
MIPUOPUTETHBIE HANpPAaBJICHUS NMPEJOTBPALICHUS, OTPAKEHUS M HEHUTpaTu3aluu
3TUX yTPO3;

e pa3paboTaTh pacHOpPSAUTEIbHBIE W HOPMAaTHBHO-METOJWYECKUE JOKYMEHTBI
npuMennTtenbHo K UCIT/IH;

e mpoBecTH Knaccudukanuio u ceprupukanuto MCI1H;

® [IPOBECTH OPraHU3ALMOHHO-PEKMMHBIE M TEXHUYECKHE MEPONPUATHUS II0
obecneuenuro 6ezonacHoctu [11n B UCIIH;

e 00ecreynuTh HEOOXOUMBIM YPOBEHb 0€30aCHOCTH OOBEKTOB 3aIIMUTHI.

OcyuiecTBieHUe 3THUX MEPONPUSATUN O0ECHedHuT CO3JaHUE €AWHOM, IIEeJIOCTHOW U

CKOOpAMHUPOBAHHON cucTtembl HHpopMaunoHHoW Oe3zonacHoctn WCIIJJH u co3pact
YCIJIOBHUS JUIsl €€ TalbHeHIIero CoBepIIeHCTBOBAHUSI.



13. Cnucok ucnob30BaHHBLIX HCTOYHHKOB

OCHOBHBIMH HOPMATUBHO-IIPABOBBIMHU U METOJIMYECKUMU JTOKYMEHTAaMH, HA KOTOPBIX
0asupyertcs Hactoduee [lonoxenue ABIsSIOTCS:

1. ®enepanbubiii 3akon ot 27.07.2006 1. No 152-D3 «O nepcoHATbHBIX JTaHHBIX)
(manee — @3 «O mepcoHANBHBIX JAHHBIX»), YCTAaHABIMBAIOIINI OCHOBHBIE MPUHIIUIBLI U
ycioBust oopabotku [1JIH, mpaBa, 00513aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIICHUH,
CBsA3aHHBIX ¢ 00paboTkoi [1/]H.

2. «TpeboBaHHMsS K 3allUTe TMEPCOHANBHBIX [TAHHBIX TPH HUX 00paboTkKe B
MH(OPMALIMOHHBIX CHCTEMaX NEePCOHAIBbHBIX JaHHBIX», YTBepxkaAeHHoe [locTaHOBIEHHEM
IIpaBurensctBa PO or 01.11.2012 1. Ne 1119.

3. «lIlonoxenne 00 OCOOEHHOCTIX 00OpPabOTKH  MEPCOHATBHBIX  JIAHHBIX,
ocyllecTBiIsieMOld  ©€3  HCIOJIb30BaHMSI  CPEICTB  aBTOMAaTH3allMW», YTBEPKACHHOE
ITocranoBnennem IIpaButensctBa PO ot 15.09.2008 r. Ne 687.

4, «TpebOoBaHusl K MaTepPUATBHBIM HOCHTEIIIM OHOMETPHYECKUX TMEPCOHATBHBIX
JAHHBIX M TEXHOJOTHUAM XPAHEHMsS TaKUX JIAHHBIX BHE HWH(OPMAIIMOHHBIX CHCTEM
MIEPCOHAIBHBIX JaHHBIX», YyTBepkIeHHble IloctanoBinenuem IlpaBurenscrtBa PO ot
06.07.2008 r. Ne 512.

HopmartuBHO-MeTonMyeckue JoKyMeHThl DeepanbHON CIyKObl 10 TEXHUYECKOMY U
JKCTIEpTHOMY KOHTposito Poccuiickoii ®enepanuu  (manee - DCTIOK Poccuun) mo
obecnieyenuto 6e3omnacHoctu [1/1n npu ux o6padorke B UCII/IH:

5. Pekomenmaruu mo obecrneueHnio 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX MPH KX
00paboTke B MH(OPMAIIMOHHBIX CHUCTEMax MEPCOHANBHBIX NAHHBIX, YTB. 3aM. JAUPEKTOpa
OCTIK Poccun 15.02.08 r. (JACIT)

6. OcHOBHBIC MEpOINpPHUATHS IO OpPraHU3alUHd W TEXHUIECKOMY OO0ECIEUCHHUIO
0€30MacCHOCTH MEPCOHAIBHBIX JAHHBIX, 00pabaThIBa€MbIX B MH(POPMAIMOHHBIX CHCTEMax
MEPCOHAIBHBIX AaHHBIX, yTB. 3aM. nupektopa PCTIK Poccun 15.02.08 r. (ACII)

/. bazoBas Mozelb yrpo3 0€30MaCHOCTH MEPCOHAIBHBIX TAaHHBIX MPU UX 00paboTKe
B MH(OPMAIMOHHBIX CHCTEMAaX IEPCOHAJbHBIX IaHHBIX, YTB. 3aM. aupekropa PCTIK
Poccun 15.02.08 r. (JICII)

8. Metoauka ompeneacHUs aKTyalbHBIX Yyrpo3 0€30MacHOCTH IEPCOHATBHBIX
JTaHHBIX TPU UX 00paboTKe B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHATIBHBIX JaHHBIX, YTB. 3aM.
mupekropa ®CTIK Poccun 15.02.08 1. (JICIT)



	Концепция информационной безопасности информационных систем персональных данных
	Содержание
	Определения
	Обозначения и сокращения
	Введение
	1. Общие положения
	2. Задачи СЗПДн
	3. Объекты защиты
	3.1 Перечень информационных систем
	3.2 Перечень объектов защиты

	4. Классификация пользователей ИСПДн
	5. Основные принципы построения системы комплексной защиты информации
	5.1 Законность
	5.2 Системность
	5.3 Комплексность
	5.4 Непрерывность защиты ПДн
	5.5 Своевременность
	5.6 Преемственность и совершенствование
	5.7 Персональная ответственность
	5.8 Принцип минимизации полномочий
	5.9 Взаимодействие и сотрудничество
	5.10 Гибкость системы защиты ПДн
	5.11 Открытость алгоритмов и механизмов защиты
	5.12 Простота применения средств защиты
	5.13 Научная обоснованность и техническая реализуемост
	5.14 ь
	5.15 Специализация и профессионализм
	5.16 Обязательность контроля

	6. Меры, методы и средства обеспечения требуемого уровня защищенности
	6.1 Законодательные (правовые) меры защиты
	6.2 Морально-этические меры защиты
	6.3 Организационные (административные) меры защиты
	6.4 Физические меры защиты
	6.5 Аппаратно-программные средства защиты ПДн

	7. Контроль эффективности системы защиты
	8. Сферы ответственности за безопасность ПДн
	9. Модель нарушителя безопасности
	10. Модель угроз безопасности
	11. Механизм реализации Концепции
	12. Ожидаемый эффект от реализации Концепции
	13. Список использованных источников

