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OITPEAEJEHUA

B HacrosmeM [I0OKyMEHTE HCIHOJB3YIOTCS CIEAYIOINIME TEPMUHBI U UX
ONPENIEIICHHUS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHCTEMA, COCTOSIIAs M3 IMEepcoHala U
KOMIUIEKCA CPEACTB  aBTOMAaTM3allMd  €ro  JEATEIbHOCTH, pealn3yronias
MH()OPMAIIMOHHYIO TEXHOJIOTHIO BBIMOJHEHUS YCTAHOBICHHBIX (DYHKITUA.

AyTeHTHUKALMA OTHPABUTES AAHHBIX — IOJTBEPXKICHUE TOrO, UTO
OTIPABUTENb MOTYYEHHBIX JAHHBIX COOTBETCTBYET 3a5IBIICHHOMY.

be3onmacHOCT, MEepPCOHAJBHBIX JAHHBIX — COCTOSIHUE 3alIMIIEHHOCTHU
NEPCOHATBHBIX JAHHBIX, XapaKTepu3yemMoe CIOCOOHOCThIO IOJIb30BaTENCH,
TeXHUYECKUX  CPEICTB W  WH(POPMAIMOHHBIX  TEXHOJOTHMH  00ECTeYUTh
KOH(DUACHIIMATBHOCTD, IIEJIOCTHOCTh M JOCTYMHOCTh MEPCOHATBHBIX JTAHHBIX MPU
ux 00paboTke B UHPOPMAITMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX.

buomerpuyeckue mepcoHANbHbIE [daHHbIE — CBEACHUS, KOTOpbIC
XapaKTepu3yloT (PU3HOIOTUYECKHE OCOOCHHOCTH YeJIOBEKa M Ha OCHOBE KOTOPBIX
MOXHO YCTaHOBUTH €r0 JIMYHOCTh, BKItOUas (ororpaduu, OTIEUATKH MaNbIIEB,
o0pa3 ceTyaTKd TJla3a, OCOOCHHOCTM CTPOCHMSI Tejla M JPYryl0 TOJI00HYIO
UH(pOpPMAIIHIO.

BiokupoBaHue mNEPCOHAJBHBIX JAHHBIX — BpPEMEHHOE MPEKpaIlCHUE
coopa, cucTeMaTu3alMi, HAKOIUIEHUS, WCIOJIb30BAHUS, PACIPOCTPAHECHHUS,
NEPCOHAIBHBIX JAHHBIX, B TOM YHCIIE UX MIEPEIaAUU.

Bupyc (KoMnbHOTEepPHBbIA, MPOrPAMMHBII) — UCTIOJHSAEMBIN MPOrpaMMHBIN
KOJ WM HHTEPIPETHPYEMBbIM HAOOp HHCTPYKLHUM, OOJIaAaroniuii CBOWCTBAMH
HECAHKIIMOHUPOBAHHOI'O PACIPOCTPAHEHUs U camoBocHpousBeaeHus. Co3aaHHbIe
OyOnIMKaThl KOMIBIOTEPHOTO BHUpYyCa HE BCET/la COBMAJAIOT C OPUTHHAIOM, HO

COXPAHSIIOT CIIOCOOHOCTH K NanbHEeWIIeMy  pacipOCTPaHEHHIO u
CaMOBOCTIPOU3BEICHHUIO.
Bpenonocnasi mporpamma — mporpamMma, TNpeIHa3HAuYCHHAs IS

OCYIIECTBJIICHHS] HECAHKIIMOHUPOBAHHOT'O JOCTyna u (WIM) BO3ICWUCTBHUS Ha
MIEPCOHANLHBIC JTAHHBIE WM PECYpPChl HHPOPMAIIMOHHON CHUCTEMBI MEPCOHATBHBIX
JAHHBIX.

Bcnomorarte/ibHble TeXHUYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHUE
CpEIICTBA U CHCTEMBI, HE TIPEIHa3HAUYCHHBIE /IS TIepeaun, 00paOOTKU U XpaHEHUs
MEPCOHAIBHBIX  JIaHHBIX, YCTAHABIMBAEMBbIE COBMECTHO C TEXHUYECKHUMU
CpeICTBaMH WM CHUCTEMaMH, TpEeTHA3HAYEHHBIMHU I 00paOOTKH TEepCOHATBHBIX
JAHHBIX WJIW B TTIOMEIICHUSIX, B KOTOPBIX YCTAHOBIECHBI HH(POPMAITMOHHBIE CUCTEMBI
MEePCOHAIbHBIX JIAHHBIX.

JocTtyn B ONepaliMOHHYI cpeay KoOMIbKHTepa (MH(POPMAUUMOHHON
CHCTEeMbl TEPCOHAJBbHBIX JAHHBIX) — IMOJYyYE€HHE BO3MOXKHOCTHU 3aIllycKa Ha
BBITIOJIHEHUE IITATHBIX KOMAaHJ, (PYHKUHM, MPOUEAYp ONEPAlUOHHOW CUCTEMBI
(YHMUTOXKEHUSI, KOMUPOBAHUS, MEPEMENICHUs U T.I.), HCIOJHSAEMBbIX (hailioB
MPUKJIAJHBIX TPOrPaMM.

HocTtyn Kk mHdopManmum — BO3MOXKHOCTh MOJIydeHUsT MHPOpMaLMu U ee

HUCIIOJIB30BAaHUA.
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3akia04yHOe YCTPOMCTBO — DRIIEMEHT CpEJICTBa CheMa HHGPOpPMALINH,
CKPBITHO BHEApPSIEMbIN (3aKJIaJbIBA€Mblii WJIM BHOCHUMBIN) B MECTa BO3MOXKHOTO
cbema uH(popMalK (B TOM YUCIE B Orpa)KJaeHUe, KOHCTPYKLHIO, 00OpyAOBaHUE,
MIPEeIMEThl MHTEPhEPA, TPAHCIIOPTHBIE CPEJICTBA, & TAKKE B TEXHUUYECKHE CPEICTBA
U cucTeMbl 00paboTku uHpopMaIym).

3amumaemas uHdopmanuss — uHboOpMaIUs, SABIAIOMIASICT MPEIMETOM
COOCTBEHHOCTH U MOJJIeKAaIas 3aUUTE B COOTBETCTBUH C TPEOOBAHUSIMU MPABOBBIX
JOKYMEHTOB  WJIM  TpeOOBAaHUSIMHU,  YCTAHABJIMBAEMBIMH  COOCTBEHHUKOM
uH(pOopMaIu.

NnenTnduxanuss — npucBoeHHe CcyObeKTaM U OOBEKTaM JIOCTyIa
unaeHtTudukaropa u (WIM) CpaBHEHUE TNPEABSIBISIEMOro HUIASHTUPUKATOpa C
nepeyHeM MPUCBOEHHBIX UACHTU(DHUKATOPOB.

NudopMaTuBHBIA CUTHAJ — DJEKTPUYECKUE CHUTHAIBI, aKyCTHYECKHUE,
ANIEKTPOMArHUTHBIE U JApyrue GU3NYecKue MoJs, Mo napaMmerpam KOTOPBIX MOMKET
OBITh packpbiTa KOHOUACHIMATbHAS WH(pOpMaIus (TIEPCOHAIBHBIC JaHHBIC)
oOpabatbiBaeMasi B ”HGOPMAIIMOHHOM CUCTEME NEPCOHATBHBIX JaHHBIX.

NudopmannonHas cucrema mnepcoHadbHbIX AaHHbIXx (MCIIdH) -
uHpOpMAIIMOHHAs  CUCTEMa, OpeiCTaBIAOmasl  cOo00OM  COBOKYITHOCTb
NEPCOHATBHBIX  JAaHHBIX, COAepKammxcs B 0a3e JaHHBIX, a TaKxKe
UHOOPMAIIMOHHBIX TEXHOJIOTMH W  TEXHUYECKUX CPEJCTB, IO3BOJISIONINX
OCYHIECTBIISITh O0pabOTKY TaKWX TMEePCOHAJIbHBIX JaHHBIX C MCIOJIb30BAaHUEM
CPEIICTB aBTOMAaTHU3AIMK WK O€3 UCIIOJIb30BAHUS TAKUX CPEJICTB.

NudopmanuonHble TEeXHOJIOTHM — TPOIIECCHl, METOJBI TMOHMCKa, cOopa,
XpaHeHus, O0OpabOTKH, TNPENOCTABICHUS, PACIPOCTpAaHEHUs HWHGOPMAIMN U
CIIOCOOBI OCYIIECTBIEHUS TAKUX MTPOLIECCOB U METO/IOB.

Hcnosib30BaHne MNEPCOHAJBHBIX [JAaHHBIX — JEWCTBUS (Omepanuu) c
NEPCOHAJIBHBIMU JIaHHBIMH, coBepiiaembie mosnb3oBaTeneM WCIIJH B uensax
NPUHATHS PEIICHUHM WA COBEPIICHUS HWHBIX JECUCTBUH, MOPOKIAIOIINX
IOPUINYECKUE TTOCIECTBUS B OTHOIIEHUU CYOBEKTa MEPCOHAIBHBIX JAHHBIX WIH
JIPYTUX JHI] JU00 WHBIM 00pa3oM 3aTparvBalolIUX IMpaBa W CBOOOJBI CyObEeKTa
MEPCOHANBHBIX TAaHHBIX WM APYTHUX JIULI.

HUcrounnk yrpo3bl 0Oe3omacHocTH HMH(GOpPMANUM — CYOBEKT JOCTYIIA,
MaTepHAIbHBIA OOBEKT WIH (PU3NYECKOE SIBICHUE, SBIAIONIMECS TPUUUHON
BO3HUKHOBEHUS yTPO3bl 0€30MaCHOCTH MH(OPMAIIHH.

KonTposupyemasi 30Ha — MpPOCTPAaHCTBO (TEPPUTOPHUSA, 3AaHUE, YaCTh
3IaHUs, TOMEMICHNE), B KOTOPOM HCKJIIOUEHO HEKOHTPOJIUpYyeMoe MpeObIBaHUE
MMOCTOPOHHHUX JIUII, & TAKXKE TPAHCIOPTHBIX, TEXHUUYECKUX U MHBIX MaTepUATIbHBIX
CPEACTB.

KonguaeHHaJIbHOCTh NMEPCOHAJBHBIX [JaHHBIX — 00s3aTelbHOE IS
coomoaenuss nonb3oBareneM WCII/IH wiaum WHBIM MOJYYMBIIUM JOCTYI K
MEePCOHAIBHBIM JaHHBIM JIUIIOM TPEOOBAHUE HE JOMYCKaTh UX PaCIpPOCTpPAHEHUE
0e3 corynacusi cyObeKTa MEPCOHATBHBIX JTAHHBIX WM HAJTUYUS MHOTO 3aKOHHOTO
OCHOBAHHSI.

MesxkcereBoii  3KpaH —  JIOKajgbHOE  (OAHOKOMIIOHEHTHOE)  WJH
(GYyHKIMOHAIBHO-PACIIPE/ICTIEHHOE  MpOrpaMMHOe  (IpOrpamMMHO-aIapaTHOE)
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CPEACTBO (KOMILIEKC), peaau3yroliee KOHTPOJIb 32 HHPopMaIuei, mocTynaromien B
MH(OPMAIIMOHHYIO CUCTEMY NEPCOHAIBHBIX JAHHBIX M (WJIM) BBIXOJAUIEH U3
MH(OPMAIMOHHON CUCTEMBI.

Hapymurenn 6e30n1acHOCTH ePCOHAJBHBIX JaHHBIX — (PU3UYECKOE JIULIO,
CIIy4ailHO WJIM TpeTHaMEPEHHO COBEpILIAIOIIEe JAECUCTBUS, CIEJCTBUEM KOTOPBIX
ABIIAETCS HapylleHHe O€30MaCHOCTU MEPCOHANBHBIX JAaHHBIX MpU UX 00paboTKe
TEXHUYECKUMHU CPEACTBAMU B HMH(POPMAIMOHHBIX CHCTEMaxX MEepCOHAIBHBIX
JTAHHBIX.

HeaBroMaTu3upoBanHasi 00pad0TKa MNEPCOHAJIBHBIX [JAHHBIX —
00paboTKa MEepCOHANBHBIX aHHBIX, COAEPKAUIUXCA B MHPOPMAIIMOHHON CUCTEME
NEPCOHATBHBIX JAaHHBIX JMOO W3BJICYEHHBIX M3 TaKOW CHUCTEMBbl, CUHMTAETCS
OCYIIECTBICHHOU 0e3 UCIOJIb30BaHUs CpelCTB aBTOMaTU3alluu
(HEeaBTOMATU3UPOBAHHOMN), €CIIM TaKUe JECHUCTBUS C MEPCOHAIBHBIMU JaHHBIMH, KaK
UCIIOJIb30BaHUE, YTOYHEHHUE, paCIpOCTPaHEHUE, YHUUTOXKEHUE TMEepCOHATbHBIX
JAHHBIX B OTHOIICHUHM KaXJOro U3 CYOBEKTOB TEPCOHATBHBIX JaHHBIX,
OCYIIECTBIISIFOTCS TPU HEMOCPEACTBEHHOM YYacTHH YeJIOBEKa.

HenexknapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAJIbHBIE BO3MOMXHOCTH
CPEIICTB BBIYMCIUTENLHON TEXHUKH, HE OIMCAHHBIE WJIM HE COOTBETCTBYIOIIHUE
ONMMCAHHBIM B JOKYMEHTAIlMM, TMpPH HCIOJb30BAaHUU KOTOPHIX BO3MOKHO
HapylieHue  KOH(pUIECHIUATbHOCTH, JOCTYIHOCTH ~ WJIA  LIEJIOCTHOCTH
obOpabaTtbiBaeMoil HHGOPMAITUH.

HecaHKuMOHMPOBAHHBIN T0CTYN (HECAHKUIMOHUPOBAHHbIE IEHCTBUA) —
I0cTyn K MHQOpMalMu UiU ACHCTBUSA ¢ MHGPOpPMAIMEH, HapyIIaIUe MpaBuiia
pasrpaHUyYeHUs I0CTYyTMa C UCIOJIb30BAHUEM IITATHBIX CPEJICTB, MPEJOCTABIIEMBIX
MH(GOPMAIIMOHHBIMU CUCTEMAMU MTEPCOHANIBHBIX JTAHHBIX.

Hocutenb nngopmanuu — Guszndeckoe JIUIO WK MaTepUaIbHBIN O0BEKT, B
TOM umcie GU3NIecKoe MoJe, B KOTOPOM HH(GOPMAIIUS HAXOJUT CBOE OTPAKEHHE B
BUJIE CHMBOJIOB, OOpa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH W TMPOIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEITUUHH.

O0e31uyuBaHUEe TNEPCOHANBHBIX [AHHBIX — JCHCTBUS, B peE3yibTare
KOTOPBIX HEBO3MOXHO OIPEIEIUTh MPUHAIIEKHOCTh IEPCOHATIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY MEePCOHAIBHBIX TaHHBIX.

O0padoTka mepCcOHANBHBIX [JaHHBIX — JeilicTBus (omepauuu) C
MEPCOHATBLHBIMU JTaHHBIMHU, BKJIOYasi COOp, CHCTEMaTH3aluio, HaKOIUICHHE,
XpaHEHHUE, YTOUYHEHUE (oOHOBIICHHE, U3MEHEHUE), UCIIOJIb30BaHUE,

pacnpocTpaHeHre (B TOM 4YHCIE Tiepenady), 00e3nmurMBaHue, OJIOKHMPOBAHHE,
YHUYTOXKEHUE NIEPCOHATBHBIX TAHHBIX.

OO0mexocTynHble NEePCOHAJIbHBIE JAaHHBIE — TMEPCOHAIBHBIE JaHHBIE,
JIOCTYIT HEOTPAaHMYEHHOrO0 Kpyra JIMIl K KOTOPBIM MPEIOCTaBI€H C corjacus
CyOBEKTa TEpPCOHANBHBIX JIAHHBIX WJIM Ha KOTOpPblE B COOTBETCTBUU C
denepanbHBIMU  3aKOHAMHU HE pacClIpoCTpaHsieTcsl TpeOoBaHHE COONIOJEHUS
KOH(PUIEHIIUATBHOCTH.

Hoab3oBatear HUCIIIH — rocynapCTBEHHBIM OpraH, MYHULMIAIbHBIN
OpraH, IOpUIUYecKoe Wik (U3UYECKOe JIUI0, OpraHusymomnee u  (Win)

Crpanwua 5 u3 24



OCYLIECTBIISIIOIIEE 0OpabOTKY NEPCOHAJBHBIX JAHHBIX, & TAKXKE OMPEICISIOINe
L[EeTU U cofiep:kaHre 00pabOTKU MEePCOHATBHBIX TaHHBIX.

Texnuueckue cpeacrsa MHGPOPMANMOHHOW CHCTEMbI MNEePCOHAIBHBIX
JAHHBIX —  CPEACTBAa  BBIYUCIUTEIBHOM  TEXHHMKH, HWH(POPMAIIMOHHO-
BBIYUCIIUTEIbHBIE KOMIUIEKCHI U CETH, CPEACTBA M CHUCTEMBbI Mepe/iaun, MpuemMa u
oOpabotku IIJIH (cpexnctBa ©  cHCTEMbl 3BYKO3allUCH, 3BYKOYCHJICHMS,
3BYKOBOCIIPOU3BEICHUSI, TIEPETOBOPHBIE U TEJIECBU3MOHHBIE YCTPOMCTBA, CpPEeACTBa
W3TOTOBJICHUS, TUPAXUPOBAHUSA JTOKYMEHTOB W JAPYrMe TEXHUUECKHUE CPEACTBa
00paboTKK peueBoi, rpaduyeckoil, BU1e0- 1 OYKBEHHO-LIM(PPOBOH MHPOpMaALIN),
IporpaMMHBIE CpeJICTBa (OMEepalMOHHbIE CUCTEMbI, CUCTEMBI YIIpaBJIeHUs] Oa3zaMu
JAHHBIX W T.IL.), CpeACTBa 3amuThl HWHPOPMAIMU, TMPUMEHSEMbIE B
MH(OPMAIIMOHHBIX CUCTEMAX.

IlepexBaT (MuHpoOpManMU) — HENPABOMEPHOE MOJIydeHHUE HHEGOpPMAIUM C
UCIIOJIb30BAaHUEM TEXHHUYECKOI'O0 CpEJICTBA, OCYILIECTBISIOMIET0 OOHapyX eHHE,
npueM 1 00paboTKy MHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHbie paHHble — J00as wuWHGOpPMAIUS, OTHOCSIIAsACS K
OTPENICICHHOMY WJIM OMpENeseMOMY Ha OCHOBaHMHM TakKoW WHGOpMaIUH
buzneckoMy Juiy (CyOBeKTY NEPCOHAIBHBIX JaHHBIX), B TOM YHUCJIE ero hamumus,
UMS$1, OTYECTBO, T'OJI, MECSIII, 1aTa K MECTO POXKJICHUS, aJIpeC, CEMEHHOE, COLIMATILHOE,
UMYILECTBEHHOE TOJIOKEHUE, oOpa3oBaHue, mpodeccus, [T0XOAbl, Apyras
uHbOpMaIus.

Ilo0o4Hble  3JIEKTPOMATHMTHbIE  W3JYYeHUS] M  HABOAKH  —
AIEKTPOMArHUTHBIE H3IIYYEHHUS] TEXHHUUYECKUX CPEACTB OOpabOTKM 3alliuilaeMoi
uHbOpMAIlMK, BO3HHUKAIOIIUE Kak I[OOOYHOE SIBJICHHME U  BBI3BAHHBIC
ANEKTPUUECKUMH CUTHAJaMU, IEUCTBYIONIMMHU B UX AJIEKTPUUYECKUX U MAarHUTHBIX
HEMX, @ TAK)KE AIEKTPOMAarHUTHBIE HABOJAKU 3TUX CUTHAJIOB HAa TOKOIPOBOJISIINE
JUHUU, KOHCTPYKIIMH U 1IETIH MUTAHUS.

IMoauTHKA «4UCTOr0 CTOIA» — KOMIUIEKC OPraHU3aIlMOHHBIX MEPOTIPUSATUA,
KOHTPOJUPYIOIIUX OTCYTCTBHE 3alMKMCHIBaHUS HAa OyMa)kKHbIE HOCHUTEIH KIIOUeH U
aTpuOyTOB JocTyna (maposei) U XpaHeHUs: UX BOJIU3H 00BEKTOB JOCTYIIA.

Hoab30BaTe/ b HHPOPMALMOHHOM CHCTEMbI NMEPCOHAJBHBIX JAHHBIX —
JUI0, Yy4yacTByIomee B (PYHKIIMOHMPOBAHWU HMHGPOPMAIMOHHON  CHCTEMBI
MEPCOHATBHBIX JJAHHBIX WM HCTIOIB3YIONIEE PE3YIbTATHI €€ (PyHKIIMOHUPOBAHMUS.

IlpaBuna  pa3rpaHuyveHuss JOCTya —  COBOKYIHOCTb  IPaBHIIL,
pErIaMeHTUPYIONIHNX MTpaBa A0CTyNa CyObEKTOB JOCTYIA K 00BEKTaM JTOCTYIIA.

IIporpamMmMHasi 3aKJIaAKa — KOJ ITPOTPAMMBI, ITPETHAMEPEHHO BHECEHHBIN B
MpOrpaMMy C LIEJIbI0 OCYHIECTBUTh YTE€UKY, U3MEHUTh, OJIOKUPOBAThH, YHUUTOXHUThH
HHOOPMAINIO WM YHUYTOXXHUTh U MOIU(MHUIIMPOBATH MPOTPAMMHOE OOCCIICUCHHE
WHOOPMAITMOHHONW CHUCTEMBI TIEPCOHAIBHBIX JAaHHBIX W (WIM) OJIOKHPOBATH
anmnapaTHbIE CpPE/ICTBa.

IIporpammHuoe  (MpOrpaMMHO-MaTeMaTH4YeCKOe)  BO3JAEHCTBHE  —
HECAHKIMOHUPOBAHHOE  BO3JICHCTBUE Ha  PECypchl  aBTOMATU3UPOBAHHOMN
MH()OPMAILIMOHHOW CUCTEMBI, OCYIIECTBIEMOE C MCIOJIb30BAHUEM BPEAOHOCHBIX
MIPOTPaMM.
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PackpbiTHe NEPCOHAJBHBIX JAHHBIX — YMBIIUIEHHOE WIM CIIy4YalHOE
HapyluleHue KOH(UIEHINAIbHOCTH NEPCOHATBHBIX JAHHBIX.

PacnpocTrpaHeHHe NePCOHANBHBIX JAHHBIX — JICHCTBUSA, HAIIPABJICHHbBIC HA
nepefady IMEepPCOHANBHBIX JaHHBIX OINPEACIICHHOMY Kpyry Juil (mepenaya
MEPCOHANBHBIX JAaHHBIX) WJIM HAa O3HAKOMJIEHHWE C NEPCOHAJIbHBIMHM JIaHHBIMHU
HEOTPAaHWYEHHOI'0 KpyTa JIMII, B TOM YKMclie 00OHAPOA0BAHUE IEPCOHATIBHBIX JAHHBIX
B CpeAcTBaX MacCoBOMl HH(poOpMaluM, pa3MelleHne B HWH(OPMAIMOHHO-
TEJICKOMMYHHMKAIIUOHHBIX CETAX WM IIPEAOCTABICHUE NOCTyNa K IEPCOHAIbHBIM
JaHHBIM KaKUM-JTMOO MHBIM CIIOCOOOM.

Pecypc uHpOpMaIHOHHOM CUCTEMbI — UIMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,

IIPUKJIATHOTO W anmapaTHOTO oOecrieueHus (GYHKIMOHUPOBAHHUS
MH(GOPMAIIMOHHON CUCTEMBI.
CneunmnanbHble KAaTeropuM IEPCOHAJBHBIX JAHHBIX — IEPCOHAIbHbBIC

JTAaHHBIE, Kacalolluecsl PacoBOM, HAIMOHATBLHON MPUHAJIECKHOCTH, TTOTUTHIECKUX
B3TJISAJIOB, PEJUTHO3HBIX WIH (PUIOCOPCKUX YOCKIACHUN, COCTOSIHUS 370POBbSI U
WHTUMHOM JKU3HU CYOBEKTa MEPCOHATBHBIX JTaHHBIX.

CpeacTBa BBIYMCJINTEIBLHONH TEXHHUKHM — COBOKYIHOCTH MPOTPAMMHBIX U
TEXHUYECKUX  DJJEMEHTOB  CHCTeM  OOpaOOTKM  JTaHHBIX,  CIOCOOHBIX
(G YHKIIMOHUPOBATH CAMOCTOSITEILHO UJIM B COCTaBE JIPYTUX CUCTEM.

CyObekT aocryna (cy0beKT) — JUIO WM TPOLECC, TEUCTBUSI KOTOPOTO
PErIAMEHTUPYIOTCS MMPABUIIAMH PA3rPAHUYEHUS TOCTYTIA.

TexHu4ecknii KaHaJ yTedykd HHGOPMALIMH — COBOKYIHOCTb HOCHUTENS
uHdpopmanuu (cpeactBa o00pabOTKH), (GU3HUYECKOH Cpeabl pPacIpOCTpaHEHUSI
MHGOPMATUBHOTO CHUTHAJIa M CPEACTB, KOTOPHIMH JOOBIBAETCS 3alllHIlaeMast
uHdOpMaIus.

TpancrpanuyHas mepeAadya MEePCOHAJBHBIX JAHHBIX — I[iepejgaya
MEepPCOHANIbHBIX AaHHBIX noJib3oBaTeraeM UCII/In uepes ['ocynapcTBEHHYIO IpaHUIlY
Poccuiickoit @enepariiu oprany BIacTd HHOCTPAHHOTO TOCYIapCTBA, GPU3HIECKOMY
WIN IOPUANYECKOMY JIUIY THOCTPAHHOTO TOCYJapCTBa.

Yrpo3sl 0e30MaCHOCTH NMEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUU
1 (HaKTOpPOB, CO3MAIOIIUX OIMACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHUCJE
CIIy4allHOTO, JOCTyNa K NEPCOHAIBHBIM JTaHHBIM, PE3YyJbTaTOM KOTOPOTO MOMKET
CTaTh YHHUTOXXCHHE, H3MEHEHNE, OJIOKHMpPOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHECHHE
MEPCOHAIBHBIX JAHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUI MPU UX
00paboTke B HHGOPMAITMOHHON CHCTEME TIEPCOHAIIBHBIX JTaHHBIX.

YHUUYTOKEHNEe MEPCOHATBHBIX IaHHBIX — JICUCTBUS, B pe3yJbTaTe KOTOPHIX
HEBO3MOXHO  BOCCTAaHOBUTHb  COJEpKaHUE  MEpPCOHAIbHBIX  JAHHBIX B
WH()OPMAITMOHHON CHCTEME TMEePCOHANBHBIX JTAHHBIX WIH B PE3yJbTaTe KOTOPHIX
YHUYTOXKAKOTCS MaTEpUaIbHble HOCUTENIHN MEPCOHANIBHBIX JaHHBIX.

Yreuka (3ammuumaeMoi) uHGOpMaUMU MO TEXHHYECKUM KaHAJIaM —
HEKOHTPOJIUPYEMOE pacrnpocTpaHeHue HHPOpMAlMU OT HOCHUTEINS 3allulaeMoin
nHpopManuu yepe3  (Pu3MUYEcKyro Ccpeay 10 TEXHHYECKOTO  CpEeJCTBa,
OCYILIECTBIISIIOUIETO MepexBaT HHGOPMALIUH.

Ya3BuMocTh — ciaboCTh B CpPEACTBAX 3alllUTHI, KOTOPYHD MOKHO
MCIIOJIb30BaTh JJIsl HAPYUIEHUS CUCTEMBI WIIM COJiep Kaleiicsi B Hel nHpopMaIiuu.
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HenocTtHocTh MHGOpMAIMM — CIOCOOHOCTH CPEJICTBA BBIYUCIUTEIHHON
TEXHUKM WIM aBTOMAaTU3UPOBAHHOW CHCTEMbI OO0ECIEeUMBaTh HEU3MEHHOCTh
nHpoOpMalMK B YCIOBHUSX CIy4YalHOrO W/WIM NPEIHAMEPEHHOTO HWCKaKEHUs

(paspytienus).
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OBO3HAYEHUSA U COKPALIEHUSA

ABC — aHTHBUpPYCHBIE CPEICTBA

APM - aBTrOMaTU3MpOBaHHOE pabouee MECTO

BTCC — BcnomorarenbHblE TEXHUYECKHAE CPEACTBA U CUCTEMBI
NCI1 I — nadopMaImoHHas CHCTEMa MIEPCOHATBHBIX JAHHBIX
K3 — kouTpOompyemas 301a

JIBC — nokaJibHasi BBIMUCIUTEIbHAS CETh

MD — MexceTeBOM IKpaH

HC/I — HeCaHKIIMOHUPOBAHHBIN JOCTYII

OC — onepaiioHHas cuctema

IT/1# — mepcoHanbHbIE TaHHBIE

[IMB — nporpamMmmMHO-MaTEMaTHYECKOE BO3IEUCTBHE

1O — mporpaMmHOe obecnieueHrne

[TOMIH — no6ouHbIe 31EKTPOMArHUTHBIE U3TYYEHHUS 1 HABOJIKU
CA3 — cucrema aHaiam3a 3alIUIICHHOCTH

C3U — cpencTra 3amuThl “HGOPMAITUU

C3I1dH — cucrema (moJicucTeMa) 3alliuThl IEPCOHANBHBIX JTAHHBIX
COB — cucrema o6HapyKeHHsI BTOPKEHUHN

TKYU — trexHnueckre kaHajbl yTeukyu nHGOpMaILn

VYBII/IH — yrpo3bl 0€30MacHOCTH MePCOHATLHBIX TAHHBIX
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BBEJIEHUE

Hacrosmas Ilonutuka nH@opMaimoHHOW 0€30MaCHOCTH MYHMIIUIAIBLHOTO
O10/KETHOTO 00IIe00pa3oBaTEILHOrO yupexaeHus T. Actpaxanu "Cpemuss
obmeoOpazoBarenbHas mikona Nel" (mamee — Illkona) siBasiercs oduIMaIbHBIM
JOKYMEHTOM.

[Tonutuka pa3paboTaHa B COOTBETCTBUU C LEJIAMH, 3a1a4aMU U IPUHLIUIIAMHU
oOecrieueHus 6€30MaCHOCTH MEPCOHABHBIX JAaHHBIX U3JI0KEHHbIX B KoHuenmuu
uHpopmarmonnoi 6ezonacHoctu MCII Ikossl.

[lonutuka pa3paboTaHa B COOTBETCTBUM C TpeOoBaHusMH DenepaibHOro
3akoHa oT 27 wuronsg 2006 1. Ne 152-03 «O mnepcoHANbHBIX JAaHHBIX» U
noctaHoBieHus [IpaButensctBa Poccuiickoit @enepanuu ot 11 HOos16pst 2007 T.
Ne 781 «O6 yrBepxaenuu llomoxkenus o0 oOecrneueHnr O€30MACHOCTU
NEPCOHAIBHBIX JAaHHBIX MpU HUX 00paboTke B HHPOPMAIMOHHBIX CHUCTEMAaX
NEPCOHATIBHBIX JaHHBIX)», HA OCHOBAaHUU:

o «PekoMennanuii mo odecreyeHnto 6€30MacHOCTH MEPCOHANBHBIX TAHHBIX
npu ux o0paboTke B HHPOPMALMOHHBIX CHCTEMAaX MEPCOHATBHBIX
JNAHHBIX», YTBepKAeHHbIX 3amectuteneM naupekropa ®CTIOK Poccun ot
15.02.2008 r.;

o «TumoBbix  TpeOOBaHWUI 1O  OpraHU3alMM M OOECIEYEHUIO
(GYHKIIMOHUPOBAaHUS MUGPOBAIBHBIX (KpUNITOTpadUUECKUX) CPEACTB,
NpelHa3HAYeHHbIX I 3aluThl  WHGOpMaIuu, He cojepaiei
CBEJICHMI, COCTAaBISIOIIMX TOCYJAapCTBEHHYIO TalHy B Ciydae U3
UCIIOJIb30BaHUS /111 0OecrieueHns 0€30MacCHOCTH MEPCOHANBHBIX TaHHBIX
npu ux o0paboTke B HMHPOPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX
NAHHBIX», YTBEpXkKAEHHbIX pykoBoAacTBoM & Ilentpa P®CB Poccun
21.02.2008 r. Ne 149/6/6-662.

B Tlonutuke ompenenensl TpeOoBanusi k mnepconany MCIIIH, crenens
OTBETCTBEHHOCTH  TI€pPCOHANa, CTPYKTypa W  HEOOXOJUMBI  YpOBEHb
3alIMIIEHHOCTH, CTaTyC M JOJDKHOCTHBIE  OOS3aHHOCTH  COTPYAHHKOB,
OTBETCTBEHHBIX 3a OOecreyeHre 0e30MacHOCTH NepcoHanbHbIX AaHHbIX B UCTIIH
[Ixomsl.
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1. O0mue moJ10KeHus

Lensto mnHacrosmer Ilomutukm sBiasgeTcss oOecriedeHre O0€30IMaCHOCTH
o0bekToB 3amuThl Illkonbsl OT BceX BHUAOB yIpo3, BHEUIHUX M BHYTPEHHHUX,
YMBIIIJIEHHBIX M HEMpeAHAaMEPEHHbIX, MUHUMM3aALUs yiiepda OT BO3MOXKHOU
peanuzanuu yrpo3 6ezonacHoctu [1J{a (YBIIIH).

be3onacHOCTh NEpPCOHANBHBIX AAHHBIX JIOCTUTAECTCS MYTEM HCKIIOYEHUS
HECAHKI[MOHMPOBAHHOI'O, B TOM YHCJI€ CJIY4YallHOTO, JOCTyNa K MEPCOHAIbHBIM
JNAaHHBIM, PE3YJIbTaTOM KOTOPOIO MOXET CTaTh YHUYTOXEHHUE, W3MEHEHUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHEHUE TIEPCOHANBHBIX JAHHBIX, a TAKXKE
WHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUH.

Nudopmanust u cBsizaHHbIE C HEW pecypchl JOJDKHBI OBITh JOCTYITHBI IS
aBTOPU30BAHHBIX TOJb30BaTeNe. JlOJDKHO OCYHIECTBISTHCS CBOEBPEMEHHOE
oOHapysxeHue u pearupoBanue Ha Y BII/IH.

JIOJOKHO ~ OCYIIECTBIATHCA — NPEAOTBpAIlCHUE MPEAHAMEPEHHBIX  HWIIH
CITy4alHBIX, YaCTUYHBIX WJIM TOJHBIX HECAHKIIMOHUPOBAHHBIX MOAUDUKAIINNA WIIN
YHUUYTOXEHHUS JTAHHBIX.

CocrtaB 00BbEKTOB 3alTUTHI TIpejicTaBiieH B [lepeune nmepcoHaNbHBIX TAHHBIX,
TIOJIJICKAIIMX 3aIUTE.

CoctaB UCIIIH, noanexamux 3anure, npeacrtasiieH B [lepeuens MCITH.
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2. Obaacth neiicTBUs
TpeGoBanusi Hactosimed  [lomMTHUKKU ~ pacHpOCTpaHSIOTCS HAa  BCEX

coTpyaHUKOB IIIKOJBI (IUTATHBIX, BPEMEHHBIX, PA0OTAIOIIUX MO KOHTPAKTY U T.IL.),
a TaKXKe BCeX MPOYUX JIUILL (MOAPATUMKHU, ayTUTOPHI U T.I1.).
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3. Cucrema 3aIIMTHI NEPCOHAIBHBIX TaHHBIX

Cuctema 3amuthl mnepcoHanbHbiX JaHHbIX (C3IIIH), cTpoutcs Ha
OCHOBaHUMU:
e [lepeuHs nepcoHaNbHBIX JAHHBIX, MOJICIKAIINX 3AIINUTE;
e Axkrta kinaccuukanu WHOOPMAIIMOHHOW CHUCTEMBbl MEPCOHATBHBIX
JaHHBIX;

e Monenu yrpo3 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX;

o JlonoxkeHuss O pa3rpaHUYCHUM TMpaB JAOCTyna K o0padaThiBaeMbIM
MEPCOHAJIBHBIM JJAHHBIM;

e PyxoBoasuux nokymeHToB @PCTOK u ®Ch Poccun.

Ha ocHOBaHuM 3THX JOKYMEHTOB OMNPEAENSIeTCS HEOOXOIUMBIM YpOBEHBb
samuiieHHoctd  I1/In kaxport WMCII[In Ilkonel. Ha ocHoBaHuu aHanuza
aKTyalbHBIX yrpo3 Oe3zonacHoctu [1/lH, onucanHoro B Mojenu yrpos, nenaercs
3aKJTIOUYEHHE O HEOOXOAUMOCTH HCIOJb30BAHUS TEXHUYECKUX CPEICTB U
OpraHU3aIlMOHHBIX MEpONpHuATU Uil  oOecrneueHus: Oe3omacHoctu  [1/1H.
BriOpannbie He0OX0AMMBIE MEPOTIPUSITHST OTpakaroTcs B [lmane meponpusTuii mo
obecrieueHuro 3amuThl [1]1H.

Hns xaxnporr UCIIH nomkeH OBITh COCTaBIIGH CIHCOK HCIOIB3YEeMbIX
TEXHHUYECKUX CPEICTB 3alllUThl, a TaKXe MPOrpaMMHOTO oOecredyeHus,
ydacTBytomero B oopadotke I1J{x, Ha Bcex anemenTax UCII/IH:

e APM nons3oBarteiei;

CepBepa NpUIIOKEHU;

CYB[;

I'panuna JIBC;

Kananop mepemaun B cerh 0OmIero moJb30BaHWS ©  (WJIH)
MEXTyHApOIHOTO 0OMeHa, eciii 1o HuM repenarotcs [1/1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHocTd MCIIJIH u akTyanbHBIX yIpo3,
C3I1IH MOXeT BKIIOYATh CICAYIONIME TEXHUYECKUE CPEICTBRA:

® AHTUBHPYCHBIC CpEICTBa Mg pPabOYMX CTaHIMU TMOIb30BaTENICH U

CEpPBEPOB;

® CpEACTBA MEXKCETEBOI'O SKPAHUPOBAHUSI;

e cpeacTBa Kpuntorpaduyeckoil 3amuThl WHPOpPMALMK, TPH Tepeaade

3amuIEaeMoi HHpOpMaIuy 1Mo KaHajaM CBS3H.

Takke B CHOUCOK [IOJDKHBI OBITh BKJIIOYECHBI (PYHKIUW  3aIIUTHI,
o0OecrieunBaeMble INTATHBIMU cpeacTBamu 00pabotku [I/[H omepanmoHHBIME
cucremamu  (OC), mnpuxknagubiM [0 u  chnenuaabHBIMM — KOMIUIEKCAMHU,
peaNnn3yONIMMH CpecTBa 3amuThl. CTUCOK (YYHKIIHIA 3aIIUTH MOKET BKIIFOYATh:

® VIPABJIEHUE U Pa3rpPaHUUYCHUE JIOCTYIIA MOJIb30BATENEH;

® PETHCTPAIUIO U yUeT JEHCTBUI ¢ HH(OpMAIUEH;

e - o0ecneynBaTh 1IEJIOCTHOCTh JAHHBIX;

® - [IPOU3BOJIUTH OOHAPYKEHUN BTOPKEHHUIA.
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Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

CHOMCcOK HMCHOJIB3YEMBIX CPEACTB JOJKEH NOAJIEPKUBATHCS B AKTYyaJIbHOM
cocTtossHUU. lIpy W3MEHEHMM CcOCTaBa TEXHUYECKUX CPEIACTB 3aIUTHl HWIH
sanemenToB MCII/IH, cOOTBETCTBYIOIIME U3MEHEHMs JOJKHBI ObITh BHECEHBI B
Cnucok u yTBepkAeHbl IuUpeKTopoM IIIKOJIBI WM JHMIIOM, OTBETCTBEHHBIM 32
obecrieueHue 3amuThl T1/1H.
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4. TpeooBanus k noacucremam C3I1/In

C3I1/Ix BItOUaeT B ce0sl CASAYIONIHNE OICUCTEMBI:
yIpaBJICHUA JOCTYIIOM, PETUCTPALMU U YUETa;
oOecreyeHust UEeJI0CTHOCTH U IOCTYITHOCTH;
AHTUBUPYCHOU 3aILUTHL;
MEKCETEBOI0 DKPAHUPOBAHUS,
aHaJIM3a 3alUIIECHHOCTH;
0oOHapy»XeHUs BTOP>KCHHUII;
KpunTorpapuyeckoil 3aiuThl.
[Moncucrembr C3II[IH uMeroT paznuyHbli (PYHKIIMOHANT B 3aBUCUMOCTH OT
ypoBHsi 3amunieHHoctn WCIIH, omnpeneneHHoro B AkTe KiaccupUKauu
MH(GOPMAILIMOHHON CUCTEMBI MIEPCOHAIBHBIX TAHHbIX.

4.1 lloncucreMbl ypaBJieHNsl J0CTYIIOM, PErHCTPAIlAM U y4YeTa

[Toncucrema ympaBiaeHUs JOCTYIIOM, PETUCTpAIlMU M ydeTa IpeaHa3HadeHa
JUTSL peaTu3alivy CICIYIONX (QYyHKITHI:

e ICHTHU(UKAIIMK W TPOBEPKA MOIJIUHHOCTH CYOBEKTOB JOCTYIA IMPHU

Bxozae B UCII/IH;

® uyaeHTU(UKAIIMK TEPMUHAJIOB, Y3JIOB CETH, KAHAJIOB CBSI3U, BHEIIHUX
YCTPOUCTB MO JIOTUYECKIUM UMEHAM;

® yaeHTU(UKAIMKI TIPOrPaMM, TOMOB, KaTajoro, (hansioB, 3alucei, noieu
3anucei 1o UMeHawm;

e perucrpanuu BXoja (BBIXOJA) CYOBEKTOB JOCTylla B CHCTEMY (M3
CUCTEMBI), JMOO  perucrpanus 3arpy3kdi U  HWHUIHAIWA3AIUU
ONEPAMOHHON CUCTEMBI U €€ OCTaHOBA.

® pErucTpalyy TMOMNBITOK AOCTYNAa HPOTrpaMMHBIX CPEACTB (MpOrpamm,
IIPOIIECCOB, 3a/1a4, 3aJJaHU ) K 3aluiaeMbiM (aitnam;

® pErucTpaluy MOMBITOK JOCTyNa MPOrpaMMHBIX CPEACTB K TEpMHUHAIaM,
KaHajlaM CBsI3W, MporpaMMaM, ToMam, Kartajoram, (aiimam, 3amucsam,
IIOJISIM 3aIUCEN.

[ToncucreMa ympapieHus: JOCTYIIOM MOXET OBITh peaii30BaHa C MOMOIIBIO
MITaTHBIX CpeAacTB o0paboTku [IJIH (omepalMOHHBIX CHUCTEM, MPWIOKECHUU W
CYB/]). Tak »e MOXeT ObITh BHEAPEHO CHEIUATbHOE TEXHUYECKOE CPEACTBO WIH
UX KOMIUIEKC OCYILIECTBISIONINE JOMOJHUTENIbHbIE MEpPhl M0 ayTeHTHU(PUKAIUU U
KOHTpoJt0. Hampumep, NpuMeHEHUE €IMHBIX XPAHWUJIUI] YYETHBIX 3amnucei
M0JIb30BaTeNeH u pErucTpanuoOHHON uH(pOpMaIINH, HCIIOJIb30BaHUE
OMOMETPUYECKUX U TEXHHYECKUX (C TOMOIIBIO DIIEKTPOHHBIX IPOITYCKOB) MeEp
ayTeHTU(UKAIINHA U JTPYTHX.
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4.2 Tloncucrema odecnevyeHus HEJTOCTHOCTH H JOCTYITHOCTH

[Toncucrema obecrnieueHrs LETOCTHOCTH U JOCTYITHOCTH MIpeIHa3HauYeHa JJis
oOecreyeHus: LEJOCTHOCTH M AocTynHocTH II/IH, mporpaMMHBIX M anmaparHbIX
cpenctB MCII[IH I[lIkonbl, a TakXe CpPEACTB 3allUThl, NPHU CIy4YalHOW WIIH
HaMepEeHHOU MOAN(pUKALIUH.

IToncucrema peamusyercds C [OMOLIBIO  OpraHU3alUUd  PE3EPBHOIO
KOMUPOBaHUsI 00pabaThIiBA€MbIX JTaHHBIX, a TAKXKE PE3EPBHUPOBAHUEM KIIFOUEBBIX
anemenToB UCII/IH.

4.3 lloncucreMa aHTUBUPYCHOM 321U THI

[loncucreMa aHTUBMPYCHOWM 3alIUThl TpeAHA3HAYeHA Ji1 OOecredeHHs
aHTUBUPYCHOM 3amuThl cepBepoB U1 APM nons3oBareneit UCII/Ix [Ikosnbl.
CpenctBa aHTMBUPYCHOM 3alllUThl MpPEJHA3HAUYCHbl JUIS  pealiu3aluu
CIEAYIOMMX (PYHKITHN:
® PpE3UJCHTHBIN aHTUBUPYCHBIA MOHUTOPUHT;
® AHTHUBUPYCHOE CKaHWPOBAHUE;
® CKpUIT-OJIOKUPOBAHUE;
® IICHTPAJIU30BAHHYIO/YIAJIEHHYIO YCTaHOBKY/IENHCTAUIALIUIO
AHTUBUPYCHOTO IIPOAYKTA, HACTPOMKY, aIMUHUCTPUPOBAHUE, IIPOCMOTP
OTYETOB U CTAaTUCTHUYECKON HH(pOpMaLuu o paboTe MPOAYKTa;
® aBTOMAaTU3MPOBAHHOE OOHOBJIECHUE aHTUBUPYCHBIX 0a3;
® OIrPAaHUYCHHUE IIPaB I0JIL30BATENsI HA OCTAHOBKY MCIIOJIHAEMBIX 3a1a4 U
U3MEHEHHs] HACTPOEK aHTUBUPYCHOTO MPOTrPAMMHOI0 00ECIICUEHUS;
® aBTOMAaTHYECKHUH 3aIlyCK Cpa3y MOCJIE 3arpy3KU ONEPALlMOHHON CUCTEMBI.
IToncucrema peanusyercs IMyTEM BHEIPEHHUsS CIELUAIBHOIO aHTUBUPYCHOTO
nporpaMMHoro obecrneuenus Ha Bce anemeHTsl UCITIH.

4.4 TloncucremMa MeKCeTeBOro IKPAHUPOBAHUSA

[Toncucrema MexCeTeBOro SKpaHUPOBAHUA MPEAHA3HAYCHA JJIsl peau3aluu
CIEMyIOMMX (DYHKITHA:

e (umpTparuu OTKPHITOro U 3armudppoBaHHOro (3akpeIToro) IP-Tpaduka mo
CIEAYIOIINM NIapaMeTpam;

e (ukcanmuu BO BHYTPEHHHX >XypHaiaxX HWH(OOPMAIHMH O MPOXOASIIEM
OTKPHITOM U 3aKkpbiToM IP-Tpaduke;

® uAeHTUDUKANMK W ayTeHTU(DUKAINIO aJIMHHHCTPATOPAa MEXCETEBOTO
AKpaHa MpHU €ro JIOKAJIbHBIX 3aMPOCaX Ha JOCTYII;

® perucTpauuu BXoja (BbIXOJa) aAMUHUCTPATOPAa MEKCETEBOrO 3KpaHa B
cucTeMy (M3 CUCTEeMbI) JIMOO 3arpy3Kd U UHUIMATU3AIUU CUCTEMBI U €€
MPOrpaMMHOTO OCTaHOBA;

® KOHTPOJIS LIEJIOCTHOCTH CBOEH MPOrpaMMHON U MH(DOPMAIIMOHHOMN YacTH;

Crpanuna 16 u3 24



e (uapTpanMM MAKETOB CHYKEOHBIX MPOTOKOJOB, CIYXKAIIUX IS
JUArHOCTUKH U YIPaBICHHs pabOTOI CETEBBIX YCTPOMCTB;

e (uIBTpalMK C YYETOM BXOIHOT'O U BBIXOJAHOTO CETEBOTO MHTEPQeEiica Kak
CPEICTBO MPOBEPKHU MOAJTMHHOCTH CETEBBIX aJIPECOB;

® pErucTpalyy M yuyera 3anpaniiBaeMbIX CEPBUCOB MPUKIAIHOTO YPOBHS;

e QJIOKMpOBaHMS JOCTyNa HEUACHTU(PUUHUPOBAHHOTO OOBEKTa WIIU
CyObeKTa, NOMJIMHHOCTb KOTOPOrO TNpU  ayTeHTU(PUKAUUU  HE
NOATBEPNIIACH, METOAAMH, YCTOMUMBBIMU K MEPEXBATY;

® KOHTPOJSI 3a CETEBOM AKTHUBHOCTBIO NPWIOKEHUH U OOHApy>KeHUs
CETEBbIX aTaK.

[loncucrema  peanusyeTcss ~ BHEIPEHUEM  MPOrPaMMHO-aNIapaTHbIX

KOMITJIEKCOB MEXCETEBOro 3KpaHupoBaHus Ha rpanuue JIBC, kinaccom He Huxe 4.

4.5 MMoacucreMa aHAJAN3A 3AMMIIEHHOCTH

[Toncuctema aHanM3a 3alUIIEHHOCTH, JOJKHA OOECIEUMBAaTh BbISBICHUS
ySI3BUMOCTEH, CBsI3aHHBIX ¢ ommuOkamu B kKoHburypanuu [10 UCII[IH, koTopsie
MOTYT OBITh UCTIOJIb30BaHbl HAPYIIUTEIEM JJI pealu3alii aTakd Ha CUCTEMY.

OYHKIIMOHANT TMOACUCTEMBI MOXET OBITh peaJu30BaH MPOTPAMMHBIMU U
IIPOrpaMMHO-AIIIAPATHBIMUA CPEICTBAMM.

4.6 Tloacucrema oOHAPY:KeHNsI BTOPKeHU

[Toncucrema obHaApYXeHHUSI BTOPXKEHHUM, HOKHA 00ECTICUUBATh BBISBICHHUE
ceTeBbIX arak Ha 3neMeHThl CII/IH moakiroueHHbIe K CETSAM OOIIEro MoJIb30BaHHUs
U (WJIK) MEXTYHApOIHOTO OOMEHa.

DYHKIMOHANI TOJCUCTEMBI MOXKET OBITh pPEaJM30BaH MPOTPAMMHBIMU H
pOTrpaMMHO-aNMnapaTHbIMU CPEACTBAMMU.

4.7 Iloncucrema Kpunrorpagpuyeckoil 3almnThl

[Toncucrema kpunrorpaduuecKkoi 3amuThl MpeJHaA3HAYeHA I UCKITFOUEHUS
HC/ x 3ammmaemoit nadopmaruu B UCIT/In Hlkomsl, mpu ee nepeaayu mo kaHajiam
CBSI3U CETeW OONIEro Mob30BaHUA U (UIN) MEKIyHAPOJHOTO OOMEHA.

[Toncucrema peanu3yeTcs BHEAPEHHUS KpUNTOTpadUUECKUX MPOrpaMMHO-
anmnaparHbIX KOMIUIEKCOB.
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5. IlMoab3oBaTeau UCIIAn

B Konuenuuu uHPOpMalMOHHON O€30MACHOCTU ONPEAEIEHbl OCHOBHBIE
KaTeropuu rmnosb3oBateneil. Ha oOCHOBaHMM 3THX KaTeropud JOJKHA OBITh
npousBeieHa Tunuszanus noias3oareneit UCII/IH, onpeneneH ux ypoBeHb 10CTyIa
Y BO3MOYKHOCTH.

B UCIT/Ia IIKoIbI MOXKHO BBIACINUTH CIEAYIOIIHNE TPYMIIBI I0JIb30BATENEH,
y4acTBYIOIIUX B 00paboTke u xpanenuu I1J{H:

e Anmunuctparop UCII/IH;

e [lonp3oBarens UCII/IH.

JlaHHplE O rpynmax —IOJb30BaTeNAX, YPOBHE MX JOCTyla U
MH(GOPMHUPOBAHHOCTH JIOJKEH ObITh OTpaXkeH B PazpemmrensHoi cucreme qocTymna
COTPYIHHUKOB K pecypcam HH(POPMALMOHHBIX CUCTEM NEPCOHAJIBHBIX JIAHHBIX,
OpUHAJICKAIIUX ~ MYHUIMNAIBHOMY  OIO/PKETHOMY  00111€00pa3oBaTeIbHOMY
yupexaeHuro 1. Actpaxanu "Cpennsisi 061meo0pa3zoBarenbHas mkona Nel".

5.1 Aamunuctpatop UCIIAn

Anmvunnctparop MCII[H, corpyanuk IIIkonabpl, OTBETCTBEHHBIA 3a
HACTpOWKy, BHeapeHue u  compoBoxkaenue  MCII[du.  OOGecneunBaeT
GbyHKIIMOHUpPOBaHKE MoACUCcTeMBI ypaBienus noctynoM UCIIIH u ynomHomoueH
OCYWIECTBIIATh  MPEJOCTABICHUE W  PAa3rpaHUYECHHE  JIOCTyHa KOHEYHOTO
[TonszoBarenss UCII/IH k seMeHTaM, XpaHsIIUM EPCOHAJIbHBIEC TaHHBIEC.

Anmunuctparop HCII[H o6namaer ciueayoomuM ypOBHEM JOCTyHa u
3HAHUU:

e o0OnamaeT TONMHOW wWHGOPMAIUEH O CHUCTEMHOM H IPHUKIATHOM

nporpamMmMmHoM obecrieuenun MCII/IH;

e oOnamaeT monHOW wWHpOpPMAIME O TEXHUYECKUX CpEeJCTBaX U

koHpuryparun UCII/H;

® HMEET JOCTYII KO BCEM TEXHUUECKUM cpeJicTBaM 00paboTku nHpopMamu

u naaabiM UCI/TH;

e oOnagaeT mpaBaMu KOH(DUTYpHUPOBAHUS M A AMUHUCTPATUBHON HACTPONKHU

texHudyeckux cpeacts UCII/H.

5.2 Moan3oBatear UCII/In

[Tonp3oBatens MCIIIH — corpynnauk [lkomsl, ocymecTBstomuii o00paboTKy
I[I1n. OOpabotka IIJIH BkIItOYaeT: BO3MOXKHOCTH mpocmoTtpa [1J[H, pyuHOil BBOI
[TI1a B cuctemy HMCII[H, popMupoBaHue CIpaBOK M OTYETOB MO WH(MOpMAINH,
nonydeHno u3z MCIIJ. Ilonb3zoBatens WCII/IH HEe uMeeT MOTHOMOYHN IS
yropasieHus nojcucreMamu 00padotku nanueix u C3I1JH.

[Tonw3oBatens UCIT/IH oOnagaer cieayomuM YpoBHEM JIOCTYNA U 3HAHUIA:

e o0nagaeT BceMU HEOOXOIMMBIMH aTpUOyTamu (HampuMmep, Maposem),

o0ecrneunBalOIMMU JOCTYII K HEKOTOpOoMY noaMHoxecTBy [1/1H;
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® pacmojaracTt KOH(l)I/II[CHI_II/IaJ'IBHBIMI/I JaHHBIMH, K KOTOPbIM UMECT JOCTYII.
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6. TpeOoBaHus K MepcoHaNy NMo obecnevyeHnto 3amuThl [11H

Bce corpynnuku kounsl, sBisromuecs noas3oBarensimu UCIIIH, 1omKHbBI
YETKO 3HaTh M CTPOTO BBINOJHATH YCTAHOBJIEHHBIC MpaBUJIa U O0O0S3aHHOCTH MO
JOCTyNly K 3alllMIIaéMbIM OOBEKTaM U COOJIIOICHUIO TPHUHITOrO pexuma
6e3omacuoctu I1]1H.

[Ipu BcTymieHUHM B JIOJDKHOCTH HOBOTO COTPYAHHMKA HEMOCPEACTBEHHBIN
HaYaJIbHUK MOJPA3eJICHHs, B KOTOPOE OH MOCTYMaeT, 00s13aH OpraHU30BaTh €ro
O03HAKOMJICHHE C JIOJDKHOCTHOW WHCTPYKUHMEH M HEOOXOIWMBIMH JTOKYMEHTaMH,
periaMmeHTupyronmMu TpedoBanus mo 3amute [1J1H, a Takke 00ydeHrne HaBbIKAM
BBITIOJIHEHUS TPOLIETYP, HEOOXOAUMBIX JJIsI CAHKITMOHUPOBAHHOTO MCIIOJIb30BAHMUSI
NCII .

CoTpyaHUK JODKEH ObITh O3HAKOMJIEH CO CBEJIEHUSMM HACTOSILIEH
[Honutuku, npuHATHIX pouieayp padoTsl ¢ anemerntamu MCIIIn u C3I11H.

Corpynnuku  Illkonbl,  UCMONB3YyIOINIME  TEXHUYECKHME  CpEICTBA
ayTeHTU(UKAIUKA, JIOJDKHBI O00ECIEeUUBaTh COXPAHHOCTh HUIACHTU(DHUKATOPOB
(anmexTpoHHBIX Kirouel) u He gomyckath HCJI k HUM, a Takke BO3MOXKHOCTb UX
yTepy WM  HWCIOJB30BaHUS TpeThuUMU Jmamu. [lonp3oBaTtenn  HeCyT
NEPCOHATBHYIO OTBETCTBEHHOCTh 33 COXPAHHOCTh UJIEHTU(UKATOPOB.

Corpynnauku IIKoJIBI OJDKHBI CIIEIOBATh YCTAHOBJIEHHBIM MpOIEIypam
noJiiepkanus pexuma oesonacHoct [1JH nmpu BeIOOpE U UCTIOIB30BaHUU TTAPOJIei
(ecnu HE UCTIOJIB3YIOTCS] TEXHUUECKHE CPE/ICTBA ayTCHTU(DUKALINH).

Corpynuuku Illxonbl 1OMKHBI OOecreyuBaTh HAMJIEKANIYIO 3alIUTY
000pyAOBaHMs, OCTABIAEMOro 0€3 MPUCMOTpa, OCOOCHHO B TEX CIIydasiX, KOT/a B
NOMENIEHNE UMEIOT TOCTYN ITOCTOPOHHHME JHIa. Bece mosib30BaTenu T0MKHBI 3HATh
TpeboBanuss 1o Oe3omacHocTH [IJ[H W mpouemypsl 3ammTBl 000PYIOBAHMS,
OCTaBJICHHOTO 0€3 MPUCMOTPA, a TAKXKE CBOM 00S3aHHOCTHU 110 00CCIICYCHUIO TaKOH
3aIIUTHIL.

CoTpynHuKaM 3alpeniaeTcs yCTaHABIMBATh ITOCTOPOHHEE IMPOrPAMMHOE
oOecrieueHue, TMOJKIOYaTh JUYHBIE MOOWIIBHBIE YCTPOHCTBA W HOCUTEIH
nH(pOpMAaINH, a TAKXKE 3aMMChIBATh HA HUX 3alHUIIAeMyI0 HH(OPMAIHIO.

CoTpyaHukaM 3ampeiaercss pasriiamarh 3aluiaeMyro  UHGOpPMAIHIO,
KOTOpas CTajla UM U3BECTHA MpH paboTte ¢ nHpopmarmoHHbIMU cuctemMamu [Ikob,
TPETHUM JIULIAM.

[Tpu pab6ore c I1/Jln B UCII[In corpynnuku [lkonsl 00s3aHbI 00ECIEYUTH
OTCYTCTBHE BO3MOKHOCTH npocmoTtpa [IJ[H TperbumMu nuuamu ¢ MounTopoB APM
WJIU TEPMUHAJIOB.

[Tpu 3aBepuenun padotel ¢ UCII/IH cotpyaHuku oOsi3anbl 3amututh APM
WJIUM TEPMUHAJIBI C TIOMOILbIO OJIOKUPOBKH KIIFOUOM WJIM SKBUBAJEHTHOI'O CPEACTBA
KOHTPOJIs, HalpuMep, IOCTyNOM [0 Mapoilo, €Clid HE HCIOJb3YyITCA Oosee
CUJIbHBIE CPEJICTBA 3aILIUTHI.

Corpynuuku IIkonabl JOJKHBI OBITh MPOUMH(GOPMUPOBAHBI 00 yrpo3ax
HapylieHus: pexxuma Oe3zonacHoct [1/IH 1 OTBETCTBEHHOCTH 3a €ro HapyllIeHUE.
OHM H0JDKHBI OBITH O3HAKOMJICHBI C YTBEPKJICHHON (popmanbHON Mpolenypoun
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HAJOXKEHUsl AUCIUIUIMHAPHBIX B3bICKAHUI HAa COTPYAHMKOB, KOTOPbIE HApYLIWIH
MPUHSATHIE OJIUTUKY U MpoLeaypsl 6e3onacHocTu [1JH.

CotpynHuku 00s3aHbl 6€3 TPOMeJICHHs cCoo0IIaTh 000 BCceX HaOII0AaeMbIX
WIM TOA03pUTENbHbIX ciydasx padorsl UCIIJH, Morymux mnoBieyb 3a coOoi
yrpo3el  Oe3omacHoctu I[IJ/lH, a Takke O BBISBICHHBIX HWMHU COOBITHSAX,
3arparuBaromiux Oe3zonacHocTh [I/IH, pYyKOBOJCTBY mMOJpa3feieHus U JIUILLY,
OTBEUAIOIIIEMY 32 HEMEIJIEHHOE pearupoBaHue Ha yrpo3bl 0e3omacHoctu [1/1H.
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7. loxHOCTHBIE 00s13aHHOCTH NoJab3oBaTeseilt UCILIH

JomkHocTHBIE  00s3aHHOCTH  Tonbk3oBatene MCIIlm  ommcanel B
CIEAYIOINX JOKYMEHTAX:
e Huctpykuusa anmunuctparopa UCI/IH;
Nuctpykuus nonszoBarens UCII/H;
Nuctpykums O nopsiake pe3epBUPOBAaHUS U BOCCTAHOBIICHNS,
NucTpykuums 1o aHTUBUPYCHOM 3aILUTE;
Nuctpykums [Hons3oBarens CK3U;
Wuctpykuus [o padore ¢ nokymentamu ¢ [1/1H;
NucTpykuums I1o yyeTy MallMHHBIX HOCUTEIIEH;
Pernament pearupoBanus Ha 3anpoc cyonsekra [1/1H;
Nuctpykums Ilonp3oBatenssi 0pu  BO3HUKHOBEHUM BHEIITATHBIX
CUTYAIUH;
e Uucrpykuus 1o opranuzanuu napojabHOU 3allUThI,
e Uuctpykuus [lo opranuzanuu 3amuThl MHPOPMALUU O COOBITHSIX
oe3omacuoctu B UCII/IH;
e Uucrpykuus [lo ycranoBke u mogudukaruu I110;
e Uuctpykuus [lo obGecnedenuro 3amuTsl MHGOPMAIMU MPU BHIBOJE
NCTI/IH u3 sKxcIutyaTaiuu.
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8. OTBeTCTBEHHOCTH COTPYIHUKOB

B cootBercTBUU co cT. 24 DeaepanvHoro 3akoHa Poccuiickoit denepanuu ot
27 nronsg 2006 r. Ne 152-®@3 «O mepcoHanpHBIX NaHHBIX» JIMIA, BUHOBHBIE B
HapyluieHuu TpeOoBaHM gaHHOro defepalibHOro 3aKOHa, HECYT Tpak/IaHCKYIO,
YTOJIOBHYIO, aAMUHHUCTPATUBHYIO, JUCLHUILUIMHAPHYIO U UHYIO MPELYCMOTPEHHYIO
3aKOHOaTesbcTBOM Poccuiickoit denepani OTBETCTBEHHOCTb.

JeiicTBytoniee 3akoHoAaTeNbcTBO PD 1mo3BosisieT NpeabsBisITh TpeOOBaHUS
no obecnedyeHuo Oe30macHOl paboThl C 3amMinaeMod HHPopMauuen u
IpEeAYyCMAaTPUBAET OTBETCTBEHHOCTh 3a HAPYIIEHUE YCTAHOBICHHBIX IPaBUII
skcrryarauu OBM u cucreM, HempaBOMEpHBIN TOCTYN K MHPOpPMALIMHU, €CITU 3TU
JEUCTBUS MPUBEIN K YHUUYTOXKEHUIO, OJIOKMPOBAHUIO, MOAU(DUKAIIUU UH(OPMAIIH
WK HapyiieHuto pabotel OBM wnu cereit (ctatbu 272,273 u 274 YK PO).

Anmvunnctparop HWCII/IH HeceT OTBETCTBEHHOCTh 3a BCE JEHCTBHS,
COBEPIICHHBIE OT UMEHU MX YUETHBIX 3alIMCEN MM CUCTEMHBIX YYETHBIX 3aIHCEM,
€CJIM HE JT0OKa3aH (paKkT HeCAaHKIIMOHUPOBAHHOTO MCIOJIb30BAHUS YUETHBIX 3aMHUCeH.

[Ipu Hapymenusax corpyaaukamu Lkosnbr — nonb3oBateneit UCITIH npaBui,
CBsI3aHHBIX ¢ Oe3omacHOCThIO [1J{H, OHU HECYT OTBETCTBEHHOCTb, YCTAHOBICHHYIO
JNEUCTBYIOIIUM 3aKOHOIATENBCTBOM Poccuiickoit Denepannm.

[IpuBeneHHbIe BbIIE TPEOOBAHUS HOPMATUBHBIX JOKYMEHTOB IO 3aIUTE
UH(pOpMAaIUH JOJDKHBI ObITh OTpaskeHbl B [lonoxkenusx o noxpasaenenusax Lkossl,
ocymiectBistonux oopaborky I[I/ln B MCII[IH U AOMKHOCTHBIX HMHCTPYKIHSAX
COTpyIHHUKOB IIIKOJIBI.

Heob6xogumo BHectn B Ilonmoxenus o mnoapasnenenusx —Llxomsl,
ocymiectpistonux 0oopadotky [1/In B UCII[IH cBeneHust 06 OTBETCTBEHHOCTH UX
PYKOBOIHTENEH M COTPYAHMKOB 3a pa3MIAIEHHE ¥ HECAHKIMOHMPOBAHHYIO
Moaudukanuoo (uckaxenue, dpanpcudukamnuio) [1/IH, a Takxke 3a HempaBoMepHOE
BMEIIATEIbCTBO B MIPOLIECCHI UX aBTOMATU3UPOBAHHOM 00pabOTKH.
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9. CIuCOK HCNO0JIb30BAHHBLIX HCTOYHHKOB

OCHOBHBIMH HOPMAaTHBHO-TIPABOBBIMH U METOJAMYECKUMHU TOKYMEHTaMH, Ha
KOTOpbIX OazupyeTcs HacTodiee [lonoxenue sBastoTCS:

1. ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-03 «O mnepcoHaNIbHBIX
naHHbIX» (Hanee — O3 «O nmepcoHanbHBIX JaHHBIXY), YCTAHABIUBAIOUINI OCHOBHEIE
NPUHIMIBL U ycioBus oopadotku I1JIH, mpaBa, 00s3aHHOCTH U OTBETCTBEHHOCTD
Y4aCTHUKOB OTHOIIEHUMN, CBSI3aHHBIX ¢ 00pabdoTkoii T1JIH.

2. «TpebOoBaHMs K 3alIUTe NEPCOHAIBHBIX NAaHHBIX MpPU UX 00pabOTKE B
MHPOPMAIIMOHHBIX ~ CHCTEMax  MEPCOHANBHBIX  JAaHHBIX»,  YTBEP)KICHHOE
[ToctanoBnenuem IlpaButensctBa PO oT 01.11.2012 r. Neo 1119.

3. «llonoxenue 006 OCOOEHHOCTAX OOpPaOOTKU MEPCOHANBHBIX JAHHBIX,
OCYIIECTBIISIEMO 0€3 HCIOJIb30BaHUSI CPEJICTB aBTOMATHU3AI[MU», YTBEPKIACHHOE
IToctanoBnenuem IlpaBurensctBa PO ot 15.09.2008 1. Ne 687.

4. «TpeboBaHMS K  MaTepUAIBHBIM  HOCUTEISIM  OHMOMETPHYECKUX
NEPCOHANBHBIX JIAHHBIX W TEXHOJOTHUSM XPAaHCHUsS TaKUX JaHHBIX BHE
UHPOPMAIIMOHHBIX ~ CHUCTEM  MEPCOHAIBHBIX  JIaHHBIX»,  yYTBEPXKJICHHBIC
IToctanoBnenuem IlpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmaTuBHO-MeTOmMYecKue JOKyMEeHTHl  DenepanbHON  CIyKOBI IO
TEXHUYECKOMY M SKCHEPTHOMY KOHTpoit Poccuiickoit ®enepauun (manee -
OCTOK Poccun) mo obecneuenuto 6e3omacHoctu II[ln mpu mx oOpaboTke B
NCTIH:

5. PekoMenpanuu mo obecrneueHno 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX
npu ux oo6paboTke B MHOOPMAIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JAHHBIX, YTB.
3am. gupexropa ®CTIK Poccun 15.02.08 r. (ACII)

6. OcHOBHBIE MEpPONPHUATHS MO OpraHu3alid M  TEXHUYECKOMY
obecrieueHnI0 0€30MaCHOCTH IEPCOHANBHBIX JaHHBIX, OOpadaThIBacMbIX B
MH(POPMAIIMOHHBIX CHCTEMax TMEepPCOHANbHBIX JIaHHBIX, YyTB. 3aM. JHUPEKTOpa
OCTIK Poccun 15.02.08 r. (ACII)

7. bazoBas monenb yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX MPU UX
o0paboTke B HMH(POPMAIMOHHBIX CHCTEMaxX MEPCOHATbHBIX IaHHBIX, YTB. 3aM.
nupekropa @CTIK Poccum 15.02.08 r. (ICII)

8. Meronuka  ompedelieHHS ~— aKTyalbHBIX  yrpo3  0€30MacHOCTH
MEPCOHANBHBIX JAaHHBIX MPU HX 00paboTke B WH(OOPMAIIMOHHBIX CHCTEMax
MepCOHANbHBIX TaHHbIX, YTB. 3aM. aupekTopa ®CTIK Poccun 15.02.08 r. (ACII)
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